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Introduction
I’ve been traveling and working around the world as a writer all my life and have seen the world go from relatively safe in the 40s and 50s to incredibly dangerous today. Early in my travels I began collecting US and foreign government and non-government security documents for personal use on the premise that if anybody knew all the tricks of the personal security trades it was government & NGO agencies. And it’s true – everything that anybody needs to know about how be secure at home or on the road has been published at one time or another by the government. Problem is that none of this critical information is available in one place; in fact, most of the information is difficult to impossible to find even through the internet.

That’s why I’ve taken the best of the information I've been able to find over the years, tried to edit it for clarity, and brought it together in one place as an electronic resource for easy access. This handbook contains information gathered from the government military, diplomatic and intelligence agencies, international non-governmental organizations, and even foreign governments including Israel and the UK. In short, I’ve tried to include as much as possible of what I think may be helpful about how to guard your person, home, family and property from the kind of violent chaos that all agree will follow an apocalyptic financial and social collapse of the US.
While I've lived and worked in a lot of different places, I'm a writer, not a security expert. - although I've been in some situations where I've wished I knew a lot more than I did then! That's why I've spent a lot of time the past few years preparing my home and property for what I believe is the coming breakdown of American society and the accompanying descent into mob rule and rampant criminality directed against anyone that owns any property perceived as worth having. That's also a big part of why I wrote this Handbook - to gather the knowledge of experts, usually writing anonymously in the public domain, and to create a useful resource for individuals and families who either want to create a more secure environment in their present home, or who are thinking about relocating to a more secure environment before TSHTF.
Please use this resource as a beginning reference point for your own research into how to make your home, yourself, and those you love more safe and secure in the increasingly likely event of society-wide breakdown of the rule of law. I could sling around a lot of self-protective lawyer talk here about not being responsible for any decisions you make based on this information but let's just say that the following information is offered in good faith but that each of us is the ultimate arbiter of our own life and fate. Please use this information as a starting point for your own research and don't just assume that it is either complete or accurate, or that it applies in your particular case. If you can't agree with that please disregard everything from this point forward. I wish you good fortune and safe passage through the terrible storms that many, including me, believe lie just ahead.
Residential & Family Security
The domestic news media daily swamps us with a barrage of breathless stories of burglary, robbery, rape, kidnapping and murder including mass shootings in churches and schools, to name but a few. In recent years the bizarre activities of the international political terrorist have been added to this list – beheadings, airliners as bombs, improvised explosive devices, mass murder of civilians. Yet, it is perhaps the most difficult job in the world to convince people to practice security and safety in their everyday lives, especially when most of us subscribe, albeit unconsciously, to the "It can't happen here" theory of self-preservation.

Crime and terrorism are escalating throughout the world. They are a most serious problem, one that will not be solved in our lifetime, if ever. Unfortunately, we cannot delegate our personal security to the police or to anyone else - even in a country like the US with its multi-layered law enforcement community.
Law enforcement, as we all know, is largely reactive. In the end, each of us must assume primary responsibility for our personal security and ensure that our loved ones do the same.

We must adopt an attitude of continuous awareness to our vulnerabilities and always resist the temptation to yield to the complacent philosophy of "it will not happen to me.”

If we do not involve ourselves, personally, in protecting ourselves, our loved ones, and our property, our vulnerability to criminal and terrorist acts increases dramatically.
After discussing some of the most important considerations involved in making your home and its surroundings and support mechanisms a safe environment for you and your family, I'm going to go on to discuss what I believe is the best available information on dealing with other even more unpleasant possibilities than having your home invaded or attacked, including what is known about surviving hostage-taking and kidnapping events, airplane hijackings, terrorist attacks, and other kinds of dangers that will certainly rise in frequency as our formerly great country heads into an epic fail.
Security, like safety, will never be a positive science because there are no foolproof techniques or hardware that can guarantee freedom from vulnerability. Effective security must be dynamic and never static simply because the diverse risks which confront us are always changing, even when on the surface our own neighborhood and community might seem perfectly, or at least reasonably safe. Criminals are now highly mobile, and all know how to use electronic devices to plan and execute complex criminal activities that would have been impossible even a few years ago. Once the hungry mobs start leaving the cities in search of prey, and once the organized gangs start systematically looting and killing, no matter how many police, sheriffs, National Guard, or private security firms are deployed to try to enforce law and order, you can be sure that chaos will reign almost everywhere. 
Responsibility for effective preparation lies with each person, and each family, so let's begin at a logical starting point - residential security in an urban or suburban community. I am intentionally concentrating on security requirements for urban/suburban residences here, primarily because in the case of social breakdown these families are going to be at most immediate risk, and because most people living in rural areas already have a heightened sense of security and the knowledge that they must be largely self-reliant when it comes to preparing their home for protection against overt or stealth invasion. Even so, many of the structural security considerations are the same whether the residence is urban or rural, so I hope that if you are living in a rural area you'll review the following points to ensure that you've got them covered. If you are living in a city or suburb the bad news is that chances are your home or apartment was built with only minimal attention to the kinds of security measures we'll be covering here. The good news is that most of the structural security measures we'll be covering can be retrofitted to any urban/suburban home. 
Selecting a Secure Residence

Every residence provides protection against criminal or terrorist intrusion to some extent. Most residences have at least minimal built-in security devices such as locks and observation points. However, even carefully designed residences are somewhat vulnerable. Any residence you are already living in or considering should be surveyed to determine the extent to which it can be made more secure. In the end, it is you and your family who will contribute the greatest portion of your residence's security capabilities through security-minded attitudes and practices.

Choosing a Secure Neighborhood

The first step in selecting a safe residence is obviously selecting a secure neighborhood. (If you're already settled in a home and neighborhood, then use this information not to evaluate a prospective area but instead to evaluate your existing environment and look for possible points of vulnerability.) Your selection process should start with systematic questioning of both people living in the prospective neighborhood as well as anyone else who might be able to answer questions like:
What neighborhoods are generally recognized as safe? Are any of these neighborhoods currently transitional in terms of crime rate? Where do people with security requirements live? Are the recommended neighborhoods conveniently located to schools, shopping, recreation facilities, and if applicable your office or place of business. Which of the recommended neighborhoods have the least traffic congestion, the presence of local police stations, and the greatest concentration of well-maintained residential properties?

If violence and street crime is your primary concern, morning and evening are the best times to make inspection visits to neighborhoods you are considering, because these are the times of maximum risk of unpredictable violence, should it occur. If residential crime is a primary concern, mid-morning and late evening are the preferred times for an inspection visit. During site visits to prospective neighborhoods, pay particular attention to the condition of the streets. Are they paved or unpaved? Paved is preferred. What is their overall maintenance condition? Poor maintenance can indicate poor availability of security services. Are they predominantly wide or narrow, one or two way. Wide and two-way are preferred. 

Are there an unusual number of double-parked vehicles in the neighborhood? How dense is the pedestrian traffic? Dense vehicular traffic, random parking, and dense pedestrian traffic are all factors potentially conducive to security problems. 

Examine the quality of street lighting in nighttime visits. Are there areas of poor or non-existent lighting in proximity to residential areas? What is the lighting situation with regard to parks and other open spaces in the neighborhood? 

Is the neighborhood 100% residential, or are there commercial enterprises intermixed with residences? (Businesses are closed at night, potentially providing safe haven for criminals or terrorists). 

What are the external signs of security precautions in the neighborhood? Is there a high incidence of barred windows, security fences, security lighting, large dogs, and security guards? Such visible precautions may or may not indicate an existing security problem, but in every case they are indicators that you must inquire in detail into neighborhood security. 

Does the area apparently consist of residences of the same income level, or is it an area of mixed income levels? What is the apparent range of incomes - narrow or wide? Families with similar income levels tend to share the same levels of security concerns whereas families of different income levels generally do not, thus increasing the potential exposure of families at the higher end. 

Are there alternative routes into and out of the neighborhood? The vast majority of planned attacks on individuals occur when the victim is leaving or returning home by a set route. It is critical that the traffic pattern of the neighborhood does not lock you into a predictable route. Specifically, it is essential that the neighborhood not consist of a maze of dead end and one way streets, with only one major entrance and exit route. 

Do residences offer secure parking facilities? Underground and street parking situations are the least desirable. For single family dwellings, a separate garage is preferred. For multifamily buildings, covered parking with secure access is preferred. 

What Kind of Residence?

Given a choice between an apartment and a single family dwelling, the apartment normally offers higher security, especially an apartment located on the third floor or above. Although apartment living does not appeal to many, including me, who like the idea of living with our family separated from neighbors by at least a bit of turf and a fence, in a time of social breakdown those delightful suburban "homes as castles" are under most circumstances going to be a lot more vulnerable to crime and violence than a carefully chosen apartment building.
Apartments on the first and second floors should be avoided because of their easy access from trees, the tops of large vehicles, or by portable ladders or scaling devices. Foreign objects can easily be thrown into first and second floor apartments from public areas. 

When selecting an apartment on the third floor or above, do not go higher than the capabilities of local fire and rescue equipment. In most communities this limits you to floors 3,4,5,6 & 7 only. This can be determined by a phone call to the local fire department.
Access to the lobby of an apartment building should be tightly controlled by a security guard or by electronic card key readers or similar devices. The security guard should look like a security guard – capable of physically resisting intruders. 

Residents of apartments should have the capability for positive identification of visitors and delivery personnel prior to their admission to the premises. 

If your residence has balconies and/or large picture windows avoid frequent exposure at regular times - eg, a 1:00 PM sunbath on the balcony. 

Other advantages of apartment buildings include a degree of anonymity, the presence of potentially helpful neighbors, a common interest in security, increased difficulty of surveillance, and less expensive and complex installation of security hardware. Single family dwellings do allow residents to establish tight control over access; however, houses are rarely built with security in mind while apartments usually are. 

Single family dwellings can also be secure. With adequate space between the house and the street, with good basic security provisions such as walls, controllable access, and 360 degree visibility, a house can be made as secure as an apartment. You must make a calculated tradeoff between desired lifestyle and desired level of security, taking the local situation and your individual circumstances into account. 

Creating a Secure Residential Exterior

There are generally two lines of security for a residence. The outer perimeter in the case of a house is the property line, and the outer lobby door in an apartment building. In some cases, the outer perimeter may consist of a guarded gate entrance to a compound or residential neighborhood. The inner perimeter is the physical barrier presented by locks, window bars, and other devices controlling undesired access to the house or apartment. 

Any outer perimeter barrier, even a symbolic hedge, serves as a deterrent at some level. An intruder must commit an overt act in crossing the barrier that exposes him to risk. Outer perimeter barriers are an important part of the psychology of security even when they do not present serious physical obstacles to penetration. 

The first level of barrier is hedges and other natural growth, which are useful in creating a psychological perimeter. However they are easily breached unless composed of thorns or pointed stiff leaves, or are unusually thick or tall. Hedges and shrubbery that is counted on as a barrier must be kept well trimmed. Such barriers must be considered as potential hiding places as well as obstacles. 

Picket-type and chain link fences are the second level of perimeter protection. They are useful in providing residents a view of the outside activity while not providing hiding places. In addition they act as restraints and territorial cues for watchdogs. 

Level three protection is provided by solid walls, and also by high fences, with security devices such as razor wire, lighting, and intrusion detectors. Although such barriers normally limit the view of street activity from the inside, and can act as a place of temporary concealment, they are the most secure perimeter. 
Do not put your family name on the front door, the mailbox etc. Do not put stickers on your car that identify the names of your children and their school - you know - "Shelley - cheerleading star at Hooter HS" or "Proud Parent of Johnny at Bimbo Elementary"
Do not leave anything lying around that an intruder might use to climb into the residence - ladder, pole, boxes, stools, lawn furniture etc. 

None of the perimeter barriers are stronger than the security at the entrance(s). For level one barrier, a solid wooden gate is appropriate. For level two barriers, a chain link gate is the most common entrance. For level three barriers, a reinforced wooden or metal gate is appropriate. 

The gate should in all cases swing outward with hinges on the inside, and should be well anchored. Even a level one gate should be provided with a high quality lock, and keys to the lock should be kept under the direct control of responsible family members only. 
In a rural residence, please be aware that having a fancy gate at the entrance and then simple fencing the rest of the way around the property doesn't equal perimeter security. If you have wire fencing consider charging it with a solar unit and the appropriate grounding spikes at intervals to ensure that th whole fence carries the full charge.
Consider installation of a concealed contingency exit at a point in the perimeter that is difficult or impossible to observe from any surrounding public areas. Make it a strict rule never to use such an exit under ordinary circumstances, however convenient it may seem to do so. 

Creating a Secure Residential Interior

All building exterior openings over 96 square inches in size on the ground or second floor, or higher if accessible from trees, vehicle tops, or porch roofs, should be grilled. This can be a considerable expense if you are retrofitting, but consider the alternative - vulnerability to intrusion. If you are building from scratch the expense of doing it right will be minimal.
Grills should be bars of solid flat or round stock steel spaced five to seven inches apart with horizontal braces 10-12 inches apart for rigidity. All bar stock must be securely embedded on all sides at least three inches into the wall or window frame. Clip anchors should be used, or the ends of the bars bent at a 90 degree angle prior to embedding. 

If grillwork is to be decorative iron rather than steel, thickness must be increased to afford the same level of protection against intrusion. 

At least one grill in each section of the sleeping quarters should be hinged and equipped with emergency releases that permit exit in the case of fire or other crisis. 

Houses with a single corridor access to sleeping quarters should have a steel grill gate which controls access to the hall at night. 

Where grillwork is installed, an adequate fire, smoke and CO detection system must also be installed. 

Before grills are installed, shatter resistant film should be applied to all windows to be grilled. 

Creating Secure Inner Perimeters

All primary and secondary residential entry doors should be equipped with both a primary and an auxiliary lock. 

Primary locks are the main lock on the door, and are usually key-in-the-knob or mortised type with the locking mechanism located in a cavity in the door. Unless they have a latch or bolt which extends at least one inch into a reinforced receptacle in the door jam they are ineffective. 

Auxiliary locks are usually deadbolts that are either mortise, or rim or surface mounted. These are located on the inner door or door frame surface. This type of lock does not normally have to be keyed, and may be nothing more than a sliding deadbolt, unless there is a window or sidelight within 40 inches of the operating knob or handle of the lock, in which case the interior lock must be keyed or otherwise secured. 

Be sure that none of your locks can be accessed by breaking a glass window or punching through a thin wooden panel. 

All keyed entry doors should be equipped with a 190 degree optical viewer. 

Prior to moving into a new residence, whether apartment or house, change all exterior locks including garage door and mail box locks. On good quality locks it is possible to change out the lock cylinder or to re-pin the cylinder. If this cannot be done the lock is of inferior security usefulness and should be completely scrapped and replaced. Replace single-cylinder door locks with double cylinder locks or for superior protection use capture key deadbolts, which lock a deadbolt from both sides but operate with a thumb turn from inside the residence.
Do not install locks that share keys. Each entrance should have its own lock & key combination. Common keys enhance the potential for security breaches. . 

On single family dwellings all exterior fuse boxes and electrical panels should be locked. In apartment buildings they should also be locked, and the access key restricted to necessary building personnel. 

Maintain strict key control on all exterior locks. Never hide an exterior door key outside the house. 
Do not leave a garage door opener clipped to the sun visor of your vehicle parked in the driveway at night. Very few people lock their car when its parked in the driveway ( but you do, right?) and it's a quick 5 seconds for someone to snatch the device and enter your otherwise secured residence through the garage door, which they will roll up just 18" or so to minimize the noise.

Most people who have garage door openers never re-set the code, which means that anyone with an opener of the same model/manufacturer can open your garage door. Also there are universal garage door openers readily available. It's a simple matter for someone to drive through a neighborhood looking for homes that look empty and zap their garage door to see if it will open, as many will. Always re-set your garage door opener's code - instructions always come with the device or you can find them online - or just ask the person you're buying it from to help.

If your garage door is on a timer do not exit and drive away until it is fully closed.
In the event of a lost key, and especially in the event of a key that disappears without explanation for even a short period, immediately change out the affected lock. 

Those interested in entering your residence are normally single-minded in pursuit of their goal while you normally operate at a low level of security awareness unless a specific situation enhances that awareness. This means that you must depend upon established and enforced security routines to maintain effective levels of protection. 

Doors, windows, and garages should be closed and locked at any time residents are away from home, no matter how short the period of absence. Keys should be controlled only by mature family members and trusted friends. If you have domestic employees who are given a key it should be limited to the primary lock of the principal entry door only- never give a domestic keys to both primary and secondary locks. This latter precaution ensures that family members have security control when domestics are outside the home. In this same vein, ensure that access to the residence is not possible through domestic employees' quarters. 

Sliding doors should at least be secured with a broom handle 'charlie bar' as well as with a secure patio door lock. However it is much smarter to have a qualified locksmith install effective locking devices on sliding glass doors. 

Any padlocks used for residential security should always be stored in the locked position. Sophisticated potential intruders have been known to replace a stored open padlock with a similar one to which they have a key. 

Do not permit anyone but the installers to observe the installation of locks or any other security devices. Insist that installation personnel come to your residence in an unmarked vehicle. 
Alarm Systems

When it comes to these systems you have many choices in technology and level of protection, all the way from a simple system that sounds an alarm when a protected door or window is opened to a 24/7 silent monitored system with motion detectors, infrared sensors, and a live webcam whose signal goes to a remote computer. I won't pretend to be expert in all the kinds of systems out there - you can do the research yourself easily enough. What I can do is to urge you to investigate, make a choice, and get the right system for you and your family installed now. Oh, and don't forget big dogs - probably the best alarm and protection system ever invented - except when offered a juicy steak that's been doctored with tranquilizers!
Communications Security Precautions
Creating a physically secure home is only one of several key steps that must be taken in advance of the need for security because obviously once TSHTF it will be a little late to get going. With that in mind let's move to the next important aspect of creating a secure environment for you and your family whether the potential threat you face is a single criminal, an armed mob, or a terrorist attack.
Telephone Security Recommendations

Answer the telephone anonymously, without stating the name of the family. 

If a caller inquires, "To whom am I speaking?" respond with a question like "Who are you calling?" 

Do not give the residence telephone numbers in response to wrong-number telephone calls. If the caller asks "What number did I reach?" respond with another question like "What number are you calling?" 

Report repetitive wrong-number telephone calls to the telephone company or to the person in charge of security at your company, if there is such a person, and to the police as you judge appropriate. 

Be suspicious of any caller alleging to represent the telephone company and advising that the telephone service may be interrupted. 

Be skeptical of telephone calls from strangers advising that a family member has been injured or has won a prize or making any other assertion that is followed by a request for the family member to leave the home immediately 

Verify the telephone call by caller ID if available, or looking up the number of the caller in the directory. Check it against the one given by the caller and then call the number back to verify the information given. Consider paying for a call-back option on your phone service that lets you call the most recent number that called you - where I live it's called *66 service, but that may vary. Check with your service provider.
Children should be advised not to converse with strangers on the telephone for any reason 

Note: Note Note!!! When an adult is not present a child will occasionally answer the phone. Children should be instructed to tell callers in such circumstances that the adult being called is not available to come to the phone, or to just say they are busy and please call back, rather than reveal that the adult is absent. 

When practical, home telephone numbers should be unlisted and unpublished. 

Do not list home phone numbers in company directories unless circulation is highly restricted. Do not put home phone numbers on any personal website, social networking site or anywhere else public. If you must list a number make it a cell, not a residential landline.
Family members should not divulge personal information or travel plans over the telephone to anyone without specific authority to do so. 

Consider use of answering devices for ALL incoming calls in order to be selective in which calls you choose to answer. 

Report ALL suspicious activity to the local police and the telephone company. Don't be put off by an uninterested response - insist that your report be taken, and go higher up the bureaucratic chain if necessary to get this done. Do NOT think of yourself as bothering them or being a pest - you never know when suspicious activity is actually the harbinger of a crime to come.
Locate the nearest public telephone to your home inform the family and household members of its location for their use in an emergency 

Also, locate the nearest non-public telephone to your home to which you have access, perhaps a friendly neighbor's phone, for the same reason. 

All family members should carry the phone number of one or more trusted neighbors who have a clear view of your home, either front or rear. This is because a pseudo-extortionist may call you at your office and claim that family member(s) are being held at gunpoint at your home and, unless a sum of money is paid to a third party or placed at a designated location, they will be harmed 

A telephone call to a neighbor who has a clear view of your home may, by simply looking out the window, determine that your family is in no jeopardy at all and thereby determine with reasonable certainty that the call is a hoax. The police should be notified as appropriate. 

If a strange vehicle is parked in the driveway, there is a greater chance that the threat is real, and of course the police should be notified as appropriate. 

Emergency telephone numbers of police, fire, medical and ambulance service should be available for quick reference at each telephone in the home. Check accuracy of list every six months or so. 

You and all family members should practice the use of public telephones. Children may be cell phone whizzes but not have a clue how to operate a public pay phone.
Even if you have cell phones in addition to land lines you should, if available, maintain two portable radios - one in your own home and one in a neighbor's home - in the event land wire as well as cell tower communications are severed. Telephone service, including cell service is vulnerable to interruption. 

In certain emergencies, it may become necessary on short notice to locate and account for all members of the family. Make it a habit to know generally where family members will be every day. Make a list of phone numbers of places frequently visited by family members such as neighbors, friends’ homes, clubs, beauty salons, barbers, favorite restaurants, schools, etc. If possible use code names for key contacts rather than actual names. 

All family members should carry a copy of the list and a copy kept at home and one at the office. Update regularly. Make sure that all copies of this list are accounted for at all times. 

Mail & Package Security

Business people should discourage the delivery of mail to their private residence. 

Either rent a Post Office Box or package receiving business like the UPS Store registered to your office or have your personal mail delivered to your office 

Family members should accept no mail parcels or other unexpected deliveries unless they can be sure of the source. Stress to them that just because a person is wearing what looks like a uniform or they sound authoritative doesn't mean they change the standard operating procedure.
Don't open the door to accept strange deliveries. (Either install a viewing port in the door to enable you to deal with such situations, or have one professionally installed.) If you hear a knock and someone announces a delivery that you are not expecting tell them to leave the package by the door. If deliveryman requires a signature have him slide receipt under the door. If they do not comply get away from the door immediately and call police or security. Move to a secure inside room until security arrives. 

Wait a considerable time before opening the door to retrieve any package that has been left outside. 

Continuously remind yourself and others in the household to be suspicious of all incoming mail and parcels and to remain alert for the potential danger signs:

1. Appearance

Is it from a strange place? 

Is there an excessive amount of postage? 

Are there stains on the item? 

Are wires or strings protruding or attached to the item in an unusual location? 

Is the item marked conspicuously with the receiver's name? 

i.e., Personal for Mr. Smith, Confidential for Mr. Smith? 

Is the spelling on the item correct? 

Does the letter or package contain an inner letter or package addressed to a particular individual or tied with a string, tape, wire, rubber band, or any compression item? 

Do the return address and the postmark differ? 

2. Odor

Do the items smell peculiar? 

Many explosives used by terrorists smell like shoe polish or almonds. 

3. Weight

Is the item unusually heavy or light? 

Is the item uneven in balance or lopsided? 

CAUTION

If a parcel appears at all suspicious after you have brought it into the house, STOP further handling, place item against exterior corner of room. DO NOT IMMERSE ITEM IN WATER. This action may make the wrapper paper soggy and cause a spring-loaded device inside the package to detonate. Tell everyone in the house to exit using a secure path that you have designated in advance for such purposes. Then open as many windows as possible carefully and slowly and evacuate the area yourself. Call appropriate authorities.

Managing Paper Security 

Checking accounts, charge accounts, loan applications all create audit trails that divulge more about you and your family than you may wish to be known 

Purchasing habits can reveal much about the value of household goods and personal valuables that are kept in your residence and which might become attractive to potential thieves 

When requested to write a phone number- on checks or credit card slips, use an office number or cell number and ensure that all family members do the same. If you don't have an office number or cell and you MUST give a number write down your residential number but reverse at least two of the digits. The same applies to putting your SSN down on any form - always reverse at least two numbers. If you are questioned ( rarely happens) you can just say oops and ask why they are so concerned that they would check.
DO NOT imprint your home address, photo, SSN or phone number on personalized checks. 

Trash Removal

Trash containers have been proven to be excellent sources of intelligence for curiosity seekers and criminals.
You should not discard in residential trash private papers, letters, drafts of outgoing correspondence, bills and invoices, cancelled checks or any other type of materials which might result in embarrassment or compromise to the security of any member of the household 

Trash receptacles should be stored inside the residence or outside in a secure shed to preclude easy access by the curiosity seeker, or the placement of dangerous objects. 

Vehicle Security Considerations

We all love our cars and trucks and under normal circumstances the only real security issue we face is having them stolen. However, being unprepared for all the other things that can happen to you while you are inside your vehicle means that you are leaving yourself and your family unnecessarily vulnerable to "black swan" events. With that in mind here are some of the most important precautions you can take regarding your personal transportation.

Selection of make and model 

Purchase or lease a car that blends in well with local passenger car environment. If possible obtain a car that is several years old but in excellent mechanical condition. Affluent people almost always choose new cars (because they can afford them) and this makes it easier to spot them as potential targets.

Vehicle Safety and Security Precautions

Consider installation of burglar alarm on car consistent with risk level. 

Make sure that the gas cap, spare tire, and engine compartment are lockable in the interest of good safety and security. 

Always have the fuel tank at least half full. 

Keep vehicle(s) locked at all times. 

Use only steel-belted radial tires with a run-flat feature if available. 

Never park your vehicle on the street for long periods of time. 

Keep your vehicle(s) housed in a garage. 

Make sure that you have both right and left-side rear view mirrors. Visibility around your vehicle is critical. 

Do not leave registration papers in your car. 

If legal to do so, register your car license plate to a Post Office Box or UPS Store address rather than to your home or office. List the P.O. Box to your office. 

Keep extra water and oil in the trunk. 

Keep emergency equipment in the trunk --flashlight, flares, fire extinguisher, first aid kit, etc. 

Do not use stickers - no personalized license plates. 

If possible, install a communication device such as a two-way radio in your car - again, cell phone service is vulnerable to disruption.
Install two bolts perpendicular to each other about 2" inside the end of your car's exhaust pipe. This prevents insertion of explosives up the tailpipe. 

Potential victims of kidnapping and assault are probably most vulnerable when entering or leaving their home or office. Never enter a car without checking the rear seat to ensure that it is empty. 

Do not develop predictable patterns during the business day or during free time. For example, do not leave home or the office at the same time and by the same route every day. Do not have a standard tee-off time for golf, tennis, and hand ball, etc. 

If driving a company car, swap with co-workers occasionally. 

Know the location of potential safe havens like police, hospital, military, and government buildings. Ascertain when they are open and which of them are 24/7 operations. 

Even the slightest disruption in travel patterns may disrupt a surveillance team sufficiently for them to tip their hand or abandon their efforts. 

Avoid trips to remote areas, particularly after dark 

If it is essential to go into such an area travel in a group or convoy and advise trusted personnel of your itinerary. 

Select well traveled streets as much as possible. 

Keep vehicles well maintained at all times, including a useable spare tire 

Install additional rear-view mirrors so passengers may see what is behind. 

When driving, keep doors and windows locked. 

Be constantly alert to road conditions and surroundings, to include possible surveillance by car, motorcycle, or bicycle. All passengers should be vigilant. If surveillance or some other danger is detected, drive to the closest safe haven such as police station, hospital emergency room, fire station, etc. Lock your car and go inside. Advise authorities as appropriate. 

When traveling, pre-plan your route and one alternate route. 

Be prepared for local environmental conditions (snow, rain, etc.). 

Never pick up hitchhikers. Never stop to render assistance to anyone under any circumstances. Americans are well known around the world for their willingness to help strangers and this cultural trait has been exploited by terrorists and criminals in the past. 

Remain a safe distance behind the vehicle ahead to allow space for avoidance maneuvers, if necessary. 

Check side/rear view mirrors routinely. 

Always carry appropriate coin denominations for public phones. 

Consider keeping a small hand-held cassette recorder in glove box at all times. Descriptions of suspicious persons, activities, license plate numbers, etc., can be dictated while driving. It's impossible to make notes while driving in stressful situations. 

Never leave identifying material or valuables in the vehicle. 

Recognize events that can signal the start of an attack on your vehicle. When one of these events occurs, start mentally preparing a course of action in case an attack actually develops. These events may include, but are not limited to (1) Cyclist falling in front of your car (2) Flagman or workman stopping your car with no obvious roadwork going on (3) Unusual or false-looking checkpoint in a remote area (4) Disabled vehicle and/or accident victims on the road waving for you to stop and help (5) Unusual detours with odd-appearing barriers (6) An accident in which your car is struck gently from behind - this is supposed to get you to stop and get out to check the damage. Do not get out - drive to the nearest police station instead (7) Cars or pedestrian traffic that boxes you in while you are in motion or stopped at a traffic light (8) Sudden activity like people running or sounds that could be gunfire.

Secure Parking Strategies

Always lock the vehicle, no matter where it is located. 

Do not leave the car in the care of a valet parking service such as hotel, restaurant or club. Park it yourself even if it means a bit of inconvenience. 

Require chauffeurs/drivers to stay with the car. If you are going to be a while arrange for them to be briefly relieved so that they can go to the bathroom. 

Avoid leaving the vehicle parked on the street overnight. 

Never exit vehicle without checking the area for suspicious individuals. If in doubt about what you see, or even if you get a ‘funny feeling’, drive away. 
Got Gold & Silver? Take Precautions!
After the breakdown of the Soviet Union, armed gangs formed whose objective was to spot and kidnap people who had gold and were foolish enough to be seen entering shops to trade their gold for currency. We can expect the same phenomenon in the US if our financial system collapses. If you have been foresighted enough to have a stash of gold and/or silver, you should have already thought through how you are going to use these PM's to take care of your everyday needs in a way that does not reveal to those who may be watching and waiting to follow you home. 
And, of course, you haven't already been talking about your stash with anybody - right? 

Finally, if you do have a safe in your home where you store your valuables, one safe is never enough. You need a second, smaller safe installed in a hidden location. Into this safe goes a little bit of your PM stash, some junk jewelry, and copies of things like your house deed, college transcripts, etc - the kind of things a criminal would expect to find in a safe. This way if your home is ever invaded and you or a family member is forced to open the safe, after putting  up as much resistance as you can without provoking violence you can tearfully lead them to the second safe and open it for them, putting on a suitable display of grief that all your valuables are being taken. Meanwhile, of course, 90% of your valuables are in the other safe.

Awareness Of Your Environment

You must also learn to cultivate a "sixth sense" about your surroundings. Know what is normal in your neighborhood and along your commute routes, especially at choke points in traffic. If you know what is ordinary, you will notice anything extraordinary - people who are in the wrong place or dressed inappropriately, or cars parked in strange locations.

Be particularly observant whenever you leave your home or office. Look up and down the street for suspicious vehicles, motorcycles, mopeds, etc. Note people near your home who appear to be repair personnel, utility crew teams, even peddlers. Ask yourself if they appear genuine. Most of us will not look directly at a homeless or street person, which of course makes this an excellent surveillance disguise.
Become familiar with local vehicle makes and models learn to memorize license numbers. Determine if a pattern is developing with specific vehicles. See if cars suddenly pull out of parking places or side streets when you pass. Cars with extra mirrors or large mirrors are suspicious. 

Be aware of the types of surveillance: stationary (at residence, along route, at work) following (on foot, by car) monitoring (of telephone, mail) searching (of luggage, personal effects, even trash) and eavesdropping (electronic and personal). An elaborate system involving several people and cars might be used. More on that in detail later. What is NOT included here is anything on electronic surveillance because frankly I don't know enough about what is out there for the average person and also because there are plenty of excellent web sites where you can browse through what's available. I have stuck to the basics of person-on-person surveillance because, oddly enough, I couldn't find any of this kind of information anywhere and it's this kind of surveillance, not being bugged, that represents more of a potential threat. Being 'bugged' means that somebody wants to listen in on you; being followed means that you may be being set up for theft, violence or worse.
Make their job tougher avoid predictability. Eat at different times and places. Stagger professional and social activities don't play tennis "every Wednesday at three," for example. 

Know the choke points on your routes and be aware of other vehicles, vans, or motorcycles as you enter those bottleneck areas. Search out and memorize safe havens that you can pull into along the route. 

Drive with windows rolled up or if you must have a little fresh air keep them rolled up to within 2 inches of the top and lock all doors. Report any suspicious activity promptly to law enforcement. 

Avoid using unlicensed cabs or cabs that appear out of nowhere. Do not permit taxi drivers to deviate from the desired route. 

Be circumspect with members of the press, as terrorists often pose as journalists. Do not submit to interviews or allow photographs to be made in or of your home. 

Always speak guardedly when others are around and especially in public places and caution children to do the same. Never discuss travel or business plans within hearing of those who you have no reason to have complete confidence in. Surveillants consider children, domestic employees, and low-level company employees ( receptionists etc) a prime source of information. As for your telephone, in terms of what you discuss always assume it is tapped. 

In elevators, watch for anyone who waits for you to select your floor, then pushes a button for the one just above or below yours. If this happens press the button for the next upcoming floor and exit the elevator. Locate a security phone immediately and notify hotel security. 

If you become aware of surveillance, don't let those watching you know you are onto them. And certainly never confront them. Immediately notify your appropriate company representative. Memorize emergency numbers, and carry change for phone calls. 

Surveillance Techniques

Just about all training programs designed to protect individuals from becoming victims of crime and terrorism recommend that people be alert to surveillance. This is excellent advice, but, unfortunately, in most instances it is insufficient, because people have had no training in detecting surveillance, and terrorist organizations are often relatively sophisticated in their surveillance methods. 

Detecting surveillance conducted by trained experts is not as easy as most Hollywood films would lead us to believe. Fortunately, however, the type of surveillance conducted by terrorist organizations is not normally as elaborate as that done by intelligence organizations nor does it involve as many people or as much equipment. Nevertheless, for people to have a reasonable chance at detecting most forms of surveillance they would have to be somewhat familiar with the techniques used.

The purpose of surveillance is to determine (l) the suitability of the potential target based upon the physical and procedural security precautions that the individual has taken and (2) the most suitable time, location, and method of attack. This surveillance may last for days or weeks depending upon the length of time it takes the surveillants to obtain the information that they require. Naturally, the surveillance of a person who has set routines and who takes few precautions will take less time. The people undertaking the surveillance will often not take part in the attack nor will the attack take place while surveillance is still in progress.

Before undertaking surveillance most experts gather all information that is available about the subject from other sources. Public records or information made available to the terrorist organization from a sympathetic individual within the embassy, local police, or other government office may reveal useful facts about an individual such as the names of family members, an address, a description of vehicles and license numbers, photographs, etc. The surveillants will also make a reconnaissance of the neighborhood in which the target lives and works. This permits them to select positions of observation, the types of vehicles to use, the clothing to be worn, and the type of ruse to use that will give them an ordinary or normal appearance and a plausible reason to be in the area.

There are basically three forms of surveillance: foot, vehicle, and stationary. A brief description of the most common techniques used for each of these forms and methods for detecting each one follow.

Foot Surveillance-One Person

Foot surveillance may be undertaken by one or more individuals. One-person foot surveillance is rather complicated and fairly easy to detect by an adult person. The surveillant must remain relatively close to the target, particularly in congested areas, to avoid losing him or her. In less congested areas the surveillant can maintain a greater distance, but the lack of other pedestrians makes the surveillant that much more noticeable. 

The one complicating factor is the use of a disguise to make the surveillant look different. One indicator of the possible use of a disguise is a shopping bag or some other container for a change of clothes, particularly if the shopping bag is from a store not found in the area or the container somehow seems out of place. Where a disguise is suspected, pay particular attention to shoes and slacks or skirts. These items are less easily and, therefore, less commonly changed. In elevators, watch for people who seem to wait for you to push a button and then select a floor one flight above or below yours.

Foot Surveillance-Two Persons

Two-person foot surveillance is more effective in that the second surveillant provides greater flexibility. Normally, one surveillant remains close to the target while the other stays at a greater distance. The second surveillant may follow the first on the same side of the street or travel on the opposite side. Periodically the two surveillants change position so that if the target spots one of them, that one will soon be out of sight, leading the target to think that he or she was mistaken. Obviously, spotting this form of surveillance is more complicated, but individuals who are alert to the people in their vicinity will eventually detect the same surveillant over a period of time.

Foot Surveillance-Multiple Persons

Foot surveillance with three or more people uses the most sophisticated techniques and is the most difficult to spot. Generally, one surveillant remains behind the target close enough to respond to any sudden moves. A second surveillant remains behind the first on the same side of the street with the first surveillant in sight. A third surveillant travels on the opposite side of the street parallel with or just behind the target. In areas where the target has few paths to choose, one surveillant may walk in front of the target, where he or she is least likely to cause suspicion. 

The positions of the surveillants are frequently changed, most commonly at intersections. The surveillant directly behind the target may move to the opposite side of the street, while another surveillant moves in close behind the target. With the additional surveillants, any surveillant who feels that he or she has been observed may drop out of the formation. The use of this sophisticated technique requires that people be alert not only to those people behind them but also to those across the street and perhaps in front of them. If the same person is seen more than once over a certain distance, surveillance may be suspected even if that person is not continuously seen.

Detecting Foot Surveillance

Common methods for detecting surveillants apply to all three forms of foot surveillance. Some of the most effective are: 

Stopping abruptly and looking to the rear. 

Suddenly reversing your course 

Stopping abruptly after turning a corner 

Watching reflections in shop windows or other reflective surfaces 

Entering a building and leaving immediately by another exit 

Walking slowly and then rapidly at intervals 

Dropping a piece of paper to see if anyone retrieves it 

Boarding or exiting a bus or subway just before it starts 

Making sudden turns or walking around the block 

While taking these actions, watch for people who are taken by surprise, react inappropriately, suddenly change direction, or give a signal to someone else. Surveillants will not normally look directly at the target, but they may do so if they are surprised or unaware that you are observing them.

Foot & Car Surveillance 

Foot surveillance is often used in conjunction with vehicle surveillance since it is likely that the target will use a combination of foot and vehicle transportation. Vehicles used for surveillance are generally inconspicuous in appearance and of a subdued color. Frequently, the inside dome light is made inoperative so that it will not illuminate the interior of the car when the door is opened. Vehicles will have two or more people in them so that if the target parks his or her vehicle and walks away, the surveillance can be resumed on foot while the driver remains with the vehicle. 

While moving, the driver gives full attention to driving while the observer operates the radio, watches the target, and makes notes on the target's activities. 

Sometimes it will be necessary for surveillants to break traffic regulations to avoid losing you. If you see a vehicle run a red light, make an illegal U-turn, travel over the speed limit, or make dangerous or sudden lane changes in an apparent effort to keep up with you, you should, of course, be suspicious of that vehicle. The distance between a surveillance vehicle and the target will vary depending on the speed at which the vehicles are traveling and the amount of traffic. In most cases, however, surveillants will try to keep one or two vehicles between themselves and the target.

As with foot surveillance, vehicle surveillance may be undertaken using only one vehicle or using two or more vehicles. One-vehicle surveillance suffers from the same drawbacks as one-person foot surveillance. The target has to be kept in view at all times and followed by the same vehicle. 

Surveillants can try to overcome this disadvantage somewhat by changing seating arrangements within the vehicle putting on and taking off hats, coats, and sunglasses changing license plates and turning off onto side streets and then turning back to resume the tail. 

This makes it necessary for a person suspecting surveillance to remember aspects of a following vehicle that cannot easily be changed such as the make, model, and color of the car and any body damage such as rust, dents, etc.

The use of two or more vehicles permits surveillance to switch positions or to drop out of the surveillance when necessary. 

One vehicle follows the target vehicle and directs other vehicles by radio. The other vehicles may follow behind the lead surveillance vehicle, precede the target vehicle, or travel on parallel roads. At intersections, the vehicle following directly behind the target vehicle will generally travel straight ahead while alerting all other vehicles of the direction in which the target has turned. Another vehicle in the formation will then take a position behind the target and become the lead vehicle, taking over the responsibility for giving instructions to the other surveillants. The former lead vehicle then makes a U-turn or travels around the block to take up a new position ready to resume the lead vehicle position again when necessary.

People who have well established routines permit surveillants to use methods that are much more difficult to detect. If, for example, you leave the office at the same time each day and travel by the most direct route to your home or if you live in a remote area with a few or no alternate routes to your home, surveillants have no need to follow you all the way to your residence. 

Leading Surveillance

In leading surveillance the surveillant travels in front of the target while the observer watches for turns. When the target turns, this is noted. The next day the surveillant makes a turn where the target did the previous day. Over a period of time the surveillants will discover the entire route to the residence while still driving in a position that creates much less suspicion. 

Progressive Surveillance

There are two forms of progressive surveillance. 

In the first form surveillants are placed at intersections along the probable route of the target. When the target makes a turn, this is noted and the position of the surveillants is adjusted to check the next intersection. Eventually, this method leads the surveillants to the residence. 

In the second form of progressive surveillance, a vehicle will follow the target for a short distance and then turn off. On successive days the surveillant picks up the target where he or she left off the previous day. Leading and progressive surveillance are extremely difficult to detect, but you should not give anyone the opportunity to use these methods. 

Detecting Surveillance

The most effective methods for detecting most forms of vehicle surveillance are 

Making a U-turn where it is safe to do so 

Making a turn to the right or left (in general, left turns create greater complications for surveillants because of oncoming traffic that might delay a turn 

Going through a traffic light just as it is turning red 

Stopping just beyond a curve or hill 

Circling a block 

In each case, watch for the reactions of any vehicles that you may suspect. Any vehicles that make unusual maneuvers should be carefully noted. Do not forget to check for motorcycles or motorbikes, since in many parts of the world they seem to be favored by surveillants because they move easily through heavy traffic.

Stationary surveillance is probably used most commonly by terrorist organizations. As mentioned earlier, most attacks take place near the residence, because that part of the route is least easily varied. Most people are more vulnerable in the morning when departing for work, because morning departure times are more predictable than are evening arrivals.

Surveillant Positioning

Surveillants seek a position that permits them to observe the residence or office clearly without being observed or suspected. If the surveillants decide that it is best not to be seen, they may obtain an apartment in the area which provides an adequate view, but such apartments may not be available and the renting of an apartment could provide clues for a subsequent investigation. 

The use of an apartment for surveillance, while possibly the most difficult to detect, is generally not the easiest or safest method. Many surveillance teams use vans with windows in the side or back that permit observation from the interior of the van. Often the van will have the name of a store or utility company to provide some pretext for its being in the area. The driver may park the van and walk away, leaving the surveillance team inside. Some teams use automobiles for stationary surveillance, parking the vehicle far enough from the residence or office to be less noticeable, using other vehicles for cover, facing the vehicle away from the target, and using the rear view mirrors to watch.

Typical Surveillance Disguises

Where it is not possible to watch the residence unobserved, surveillants must come up with a plausible reason for being in the area. The types of ruses used are limited only by the surveillant's imagination. Some of the more commonly used covers are automotive repairs due to engine trouble or a flat tire, door-to-door sales, utility repair crews, lovers in a park, walking a dog, construction work, or sitting at a cafe. Women and children are often used to give a greater appearance of innocence.

Some things to check for are parked vehicles with people in them, cars with more mirrors or mirrors that are larger than normal, people seen in the area more frequently than seems normal, people who are dressed inappropriately, and workers who seem to accomplish nothing.

If you become suspicious of a van, note any information printed on the side of the van, including telephone numbers. Check the telephone book to see if such a business exists, or call the number. Note the license numbers of any suspicious vehicles and provide them to your security officer so they can be checked. Make a habit of checking the neighborhood through a window before you go out each day. Consider photographing any unusual individuals or activities, discreetly if possible.

Detecting surveillance requires a fairly constant state of alertness and, therefore, must become an unconscious habit that you form. I do not want to encourage paranoia, but a good sense of what is normal and what is unusual in your surroundings could be more important than any other type of security precaution you could take. Above all, do not hesitate to report any unusual event. Many people who have been kidnapped realized afterwards that their suspicions had been well founded. If those suspicions had been reported, their ordeal might have been avoided.

Options For Targeted Individuals

Occasionally, intelligence information will reveal that a certain specific individual is being targeted by a terrorist organization, or an organization or individual will make a threat or warn an employee about a threat to his or her safety. When such a threat is received, those involved should evaluate it to determine the seriousness and credibility of the threat and the steps to be taken to cope with it. Some of the steps that might be taken in addition to those standard precautions already mentioned above include:

Contacting the local police and intelligence authorities to notify them of the threat and to request their evaluation and recommendations. 

Informing the target of the threat and providing him or her with a specialized security briefing. 

Advising the employee to keep all travel to an absolute minimum. 

Requesting police coverage which might include protection of the residence and an armed escort. 

Establishing a system whereby the target informs security officials of all travel plans and reports all arrivals and departures. 

Providing the employee with the communications equipment necessary to remain in constant contact with other company officials. 

Maintaining frequent unscheduled visual checks of the target's residence by appropriate company personnel. 

Making a physical security check of the residence and making the required modifications on an emergency basis. 

Briefing all members of the household regarding special security procedures appropriate for the situation. 

Evacuating the target and his or her family either permanently or temporarily from the danger area. 

Family Security Issues Involving Children

Children are not only the most precious people in most adult's lives, they can also be a point of vulnerability unless they are properly prepared to think and act in ways that close that window of vulnerability. In the following sections we'll cover some of the most important considerations, including how to make your children alert and aware of the need for security precautions without scaring them and thus making them more, not less vulnerable.
Procedures for Parents To Follow

Teach your child never to get into a car or go into a house without your permission. Don't leave your child alone in a public place, even for a moment. 
Children are inherently easy to manipulate either by an authoritative adult or by a friendly, harmless-looking adult. Teach your children that if they are approached by any adult who they do not know to move away as quickly as possible and never to obey directions given by such a person. The issue of whether or not to obey a policeman is a tricky one - the best approach is to arrange for a policeman or woman to come to your child's school with graphics to show the children some of the main identifying characteristics of authentic police uniforms in your community.
Teach your child never to leave home without telling you where they are going and who they will be with. 

Teach your child your home address and telephone number. Children should know how to use public phones - they may be a whiz with a cell phone, but do they know how to use a public phone? Keep a list of emergency numbers by each phone at home and make children aware of them. Pre-program these numbers into your children's cell phones.
Train children not to give personal information over the phone, even though the caller purports to be a friend of the family, a policeman, a representative of the phone company, or anyone else assuming a persona likely to tap into the child's natural instinct to be friendly, helpful and obedient (except to their parents and siblings, of course). “Personal information" includes whether family members are away, travel plans, where parents work, or recreation and school routines. 

Explain security precautions when using a cell phone and when chatting online. If you are unfamiliar with such precautions ask for a family briefing from an appropriate resource or go online and look up information resources in this area. The exact phrase “cell phone security’ will bring up a lot of useful resources. 

Explain the importance of never divulging any information in front of strangers. 

Caution your children to avoid isolated areas when playing - riverbeds, storm drains, wooded areas, abandoned buildings. In short, just about every kind of place an adventurous child might find attractive. 

Caution children to always keep doors locked, and never to unlock a door to a stranger without adult approval. 

Listen to your child when they tell you they do not want to be with someone - there may be a good reason. Have the child present when you interview anyone like a sitter or nanny who will be caring for him or her and observe their reactions. 

Child-Watch Checklist

Post an information list by each phone. Your sitter/nanny should be familiar with every item.

Family name 

Address 

Phone number 

Fire 

Police 

Medical 

Poison 

Neighbor's name 

Neighbor's address 

Neighbor's phone 

Nearest fire call box 

Miscellaneous information of importance 

Checklist for Babysitters

Ensure that all doors and windows are locked and that doors are not opened to anyone. 

Do not give out any information over the telephone. Simply state that Mr./Mrs. X cannot come to the phone right now. Take a message. 

Never leave the children alone, even for a minute. 

Know the dangers to children of matches, gasoline, stoves, deep water, poisons, and falls. 

Know the locations of all exits (stairs, doors, windows, fire escapes) and phones in case of emergency. 

List the names and ages of children. 

Evacuation & Other Crises Involving Family Dislocation

In these precarious times there is always the possibility of a mandatory evacuation from an area of natural or man-made disasters. In some disasters people go back home after a short time in others they never return. Notification times can range from a few hours to several weeks.

No two evacuations are the same. But there are common threads that run through all evacuations and knowing them can make any evacuation easier. 

Advance Preparation

Assume an evacuation could occur at any point and have everything in place to execute it. It is better to be ready and not need it, than to need it and be unprepared.

Determine the "who and where" with your family. Who should be contacted and where your family would go in case of an extended evacuation. This is especially important for single parents. Employees could be required to stay by their employer while children should prudently leave. Parents should make arrangements for emergency childcare in the area they have targeted as possible evacuation locations. 

Establish a line of credit to cover emergencies. Obtain individual credit cards for you and your spouse. Open two checking accounts use one as an active account, and keep the other in reserve. Keep only a small account in a local bank for currency exchange or local purchases. 

Know the emergency evacuation plan of the school. If there is none, be an active parent organizer and ensure that one is instituted. Join or start a safety network of parents. 

Keep a small bag packed with essentials—clothing changes, snack food (dry, nonperishable), bottled water, and medications. Small means small - anything over 10 pounds is not small. 

In your residence, group important papers together along with checkbooks, credit cards, some traveler's checks, a small amount of cash, a small stash of silver coins or bullion, and U.S. driver's licenses. Maintain a basic emergency supply of food, water, gasoline, and first aid supplies. 

Meet your neighbors. Learn the location of the nearest hospital, police station, and friendly embassy or consulate. 

Be sure your pets have inoculations current and arrange for a suitable home in case they must be left behind. Consider having an ID chip implanted in your pets.
Handling Stress during Crisis

In the event an evacuation order is given, it is crucial for parents to discuss with children what is going to happen. Even if there is very little time before a departure, talk with them about the parent who will be staying. Reassure them explain what will take place in the evacuation. They also need to know that the same rules and routines that structured their lives during normal times will continue.

Establish a daily routine with the children as soon as possible after evacuation and relocation. Be sure to incorporate family rituals—bedtime stories, family meals, church, pancakes on Saturday morning, whatever! Accentuate any advantages of the alternate location— museums, amusement park, proximity to grandma and grandpa. 

Minimize separation from the remaining parent as much as possible. Try not to use day care for a while. The child's fear of abandonment will be intense for a time. 

A crisis is best handled collectively. Parents, teachers, family, and friends can play a part in helping any child handle a crisis. Adults should support each other in guiding children through the crisis - there is no need to feel you're in this alone. Play groups or support groups may be formed. 

Parents and teachers are models. If they handle a crisis calmly, children will be less anxious. 

Children "borrow” strengths from adults around them. Help them put labels on their reactions encourage them to verbalize feelings. Play is a natural form of communication for children - it will discharge bottled-up feelings. If allowed to work through their fears, most children will emerge strengthened from a crisis. 

Children need to see you express your feelings of fear and grief, too. By example, parents and other adults can show children how these feelings are handled. It's important that they see not only the expression of grief and sadness, but that they understand that the feeling will pass. 

Some parents attempt to protect children by not allowing discussion about a crisis. The healthy route is to let them discuss it until they can get some psychological distance from it. Verbal repetition is a natural cathartic process. 

Give them information—real details in language appropriate to their ages. Children are more painfully aware of what's going on than adults realize. And, if it's not discussed, what they do know, or think they know, can become unpleasantly distorted in their minds. 

If a child requires medical attention, someone from the immediate family should stay with him or her. See that the procedures that are to be done are explained to the child. 

Safety in Numbers

As you consider the issues of safety and security, remember you are not alone. You have the support and guidance of your company, colleagues, friends and their families. The best security results from information and support flowing between these entities. Remember, you also have a responsibility to them. Do your part to contribute to the safety and security of your community.

Keep abreast of current events, not only in this country, but internationally. Know what's going on in the country and in the world that could affect the US, and particularly that part of the US where you live and also that part where you would relocate in an emergency. Watch TV news programs, use the Internet regularly, read newspapers, and consider joining secure online social networks. It is your responsibility to keep current.

Locate yourself in relation to emergency services and places of refuge. Assist newcomers to your community to do the same.

Other Useful Steps

Assemble a list of key telephone numbers and URL's. 

Maintain a set of local maps. 

Meet neighbors and friendly people in your neighborhood. 

Locate fire department and police stations. 

Pinpoint nearest hospitals and clinics. 

Know how to get accurate information. 

Don't repeat rumors. Establish an I.D. system for children. 

Establish and participate in a neighborhood warden plan and a buddy system. 

Prepare and keep current a telephone notification system. 

Identify an alternative notification system in the event telephone service is lost. 

Be a good listener. Be sensitive to special needs in your community. Single parents and employed couples might be in need of help arranging security for their children. People who are ill, pregnant, or have new babies may have limited mobility. Elderly, dependent parents are a growing concern. Those who are isolated may need help in getting information. 

Residential Fire Safety

Although fire does not sound as dramatic as evacuations or terrorism, in fact it kills far more Americans each year than do crime or terrorist activity. While the US is blessed with many excellent fire departments,  firefighting equipment is sometimes antiquated, water sources can be inadequate, and buildings are sometimes constructed with minimum standards.

Each year many people die in home fires, half of them killed in their sleep by the toxic gases and smoke. Many who do survive spend months in hospitals and suffer lifelong physical and emotional scars. Children are often killed because they panic and try to hide from fire under beds and in closets. Most of this devastation can be prevented. In only a few years, the use of smoke detectors in the United States has cut in half the number of annual fire fatalities. Fire prevention education is gradually making the odds even better.

Take these basic steps to protect your family from fire:

Use smoke detectors AND Carbon Monoxide detectors in your home. 

Prepare a fire escape plan with your family. 

Conduct a fire drill at least once every six months. 

Smoke & CO Detectors

If fire occurs in your home, you may never awaken - smoke and toxic gases kill quietly and quickly. Yet you can be saved by the same smoke that can kill you - if it activates a smoke detector. Even without fire and smoke, Carbon Monoxide is deadly and you must have a detector specifically for this deadly gas.
A smoke detector sounds a warning before you can even smell the smoke or see any flames. CO detectors will give warning of a dangerous level of gas, which is odorless and tasteless and can kill without the victim being aware of its presence. Smoke and CO detectors should be installed on each floor of the residence. If you have only one, place it on the ceiling outside the sleeping area. 

Smoke and CO detectors must be tested once a month and whenever you return from vacation. Never paint them. Once a year they should be vacuumed to remove any dust or cobwebs, more than that could interfere with their functioning. Be sure everyone in the family recognizes the sound of the alert - test it with all members in the bedrooms with doors closed to be sure that they can hear it. 

Have A Fire Escape Plan

Since fire and smoke travel quickly, you have, at most, only minutes to escape. It is imperative that each member of the family knows what to do, automatically.

A fire escape plan is your best bet. With your family, draw a floor plan of your house marking all possible exits. Since fire could block any exit, always have an alternative way to escape. Know in advance where to go. Double check exits to be sure they open and that children can handle doors or windows by themselves. 

Show all windows, doors, and outdoor features. Note escape aids such as a tree or balcony - check to ensure that they would work. Also consider whether they may pose a security threat, potentially allowing someone to use the tree or balcony as an entry path. 

Locate the nearest fire alarm box or the neighbor's house. Teach your children how to report a fire. 

Designate a meeting place outside the house. You must know immediately who may be trapped inside. 

Tape a copy of the floor plan by the telephone. Advise household employees and babysitters. 

Practice your plan! Regular fire drills assure that everyone knows what to do. Change the imaginary situation from drill to drill. Decide where the “fire” is and what exits are blocked. When small children learn what to do by rote, they will be less likely to panic in real life situations.

Pets cannot be considered. The dangers of a fire are overwhelming, and the primary consideration is saving human lives. Often pets will escape before you do, anyway.

Every home should have at least one fire extinguisher and one smoke and one CO detector. Be sure that the extinguisher works and that you know how to operate it.

Portable fire extinguishers can be effective on a small, confined fire, such as a cooking fire. But if a fire is large and spreading, using an extinguisher may be unsafe you risk the dangers of inhaling toxic smoke and having your escape route cut off.

Use a fire extinguisher only after you:

Are sure everyone else is out of the building. 

Have called the fire department. 

Are certain you can approach the fire safely. 

Use of Window Escapes

Before using a window escape, be sure that doors into the room are closed otherwise a draft from the open window could draw smoke and fire into the room.

Use an escape ladder or balcony if possible. If there is none, don't jump immediately - wait for rescue as long as you can. Open a window a few inches at the top and bottom while you wait - gases will go out through the top and fresher air will enter through the bottom.

Children must know that it is all right to break a window. Discuss how to do it, using a baseball bat or a chair. Stand aside to avoid flying glass shards. Place a rug or blanket over the sill before crawling out.

Lower small children from the window. Don't leave first and expect them to follow. If they panic and refuse to jump, you will be unable to get them.

A Summary of Fire Safety Reminders

After a smoke detector warns you of a fire, or a CO detector warns you of odorless gas, you have only a few moments to escape.

Even concrete buildings are not fireproof. Virtually all the contents of your home or office will burn very quickly and produce toxic gases that can overpower you. 

Sleep with bedroom doors closed. A closed door can hamper the spread of a fire, and the chances of a fire starting in a bedroom are remote. 

To escape, keep low and crawl on hands and knees. A safety zone of cleaner air exists nearer the floor. 

Once out, no one should be permitted to re-enter a burning house for any reason. Hold on to children who may impulsively try to run back inside to retrieve a favorite toy or a pet. 

Children panic in fire and tend to attempt hiding as a means of escape. Train them to react correctly. As you escape, try to close every door behind you. It may slow the fire's progress. 

Feel every door before you open it. If it is hot, don't open it. If it is cool, brace yourself against the door and open it slowly, checking for fire. A fire that has died down due to lack of oxygen could flare up once the door is open. If that happens, close the door immediately. Never waste time getting dressed or grabbing valuables. 

If clothes catch fire, drop to the ground and roll to extinguish flames, or smother the fire with a blanket or rug. Never run. Teach children to stop, drop, and roll. 

Fires are preventable. The major causes of home fires are:

Carelessness with cigarettes. Never smoke in bed - poisonous gases from a smoldering mattress can kill long before there are flames. After a party, look under cushions for smoldering cigarettes, or better yet, establish that smoking is only allowed outside. 

Faulty electrical wiring. Many homes are wired insufficiently to handle the simultaneous use of many electrical appliances. This is especially true in rural areas where home wiring may have been done long ago by self-taught 'electricians". If you live in such a home and have not had the wiring inspected by a reputable, licensed electrician, please do so immediately. 

Don't overload circuits. Limit appliances plugged into the same extension cord. Major appliances should have their own heavy-duty circuit. Any extension wire that feels warm or hot is overloaded - unplug it immediately and replace with a heavier gauge extension. Know where the fuse box is and instruct older children and household employees on how to shut off power in case of an electrical fire. 

Faulty lighting equipment. Check electrical cords for cracks, broken plugs, and poor connections. Replace rather than repair such wiring. Use correct size bulbs in lamps, especially enclosed ceiling fixtures, and be sure shades are not too close to bulbs. 

Carelessness with cooking and heating appliances. Don't leave food cooking unattended. Have heating system and fireplaces inspected professionally once a year. 

Children playing with matches. Teach children fire safety and keep matches and combustibles out of their reach. 
Preparing For Double Disasters

Combine an economic meltdown with a natural disaster and you get double the likelihood that there will be marauding gangs looking for booty, so in addition to having made your home as secure as possible from criminal entry it's important to consider what kind of natural disaster might piggyback itself on a financial disaster where you live. We all saw what happened in New Orleans when Katrina hit, so hurricanes are obviously a disaster worth preparing for in a very limited area of the US. 

However, the threat of earthquakes is far more widespread, both in the US and in much of the rest of the world, and many places that attract expatriates and travelers with their beautiful scenery are in fact active earthquake zones. So in this section I'm going to focus on the one-two punch with the greatest chances of happening- a major earthquake that hits just when everybody has already been knocked to the ground by a financial disaster. 

It is critical that you choose your living arrangements with earthquake resistance in mind, and that you set up your home so that if a quake hits at any time of the day or night you and your family will have a security plan ready to go. For daytime quakes this includes knowing the nearest safe exits from your home, work and school that will take you away from falling glass and concrete if you are in an area with high rise buildings. For nighttime quakes this means ensuring that there is a safe zone in your home that you can get to from bed in a few seconds – it could be a reinforced closet, a protective shield above the bed, or even a heavy dining room table to crawl beneath. Whatever the plan, it should cover all the contingencies – make sure, for example, that if you have children they know what to do if a quake hits while they are in school, outside playing, sleeping, or visiting a friend’s home. 

The devastation caused by an earthquake is not confined to those areas on or near fault lines. Earthquakes can cause severe damage hundreds of miles away from a fault line. Many of the world's most devastating quakes have actually occurred of the coast deep in the ocean ( think Fukushima). During an earthquake, the "solid" Earth moves like the deck of a ship. The actual movement of the ground, however, is seldom the direct cause of death or injury. Most casualties result from falling objects and debris because the shocks can shake, damage, or demolish buildings. Earthquakes may also trigger landslides, cause fires, and generate huge ocean waves called tsunamis.

Home Evaluation - Detached Residences

Take a close look at the home you are living in or planning to move into. To the extent possible check that:

The gas water heater is attached to the wall studs with galvanized plumber's tape to prevent tipping and fire. Plumber’s tape, you may already know, is not tape at all but a galvanized or copper metal band about ¾” wide with holes every ½”. It is a standard hardware store item. 

There are no cracks in the home's foundation. Cracks wider than one-eighth inch indicate potential weakness and may indicate past unrepaired earthquake damage – a common problem in many seismically active areas. 

For frame houses, check that the house is attached to the foundation with bolts through the sill. For concrete block, brick or adobe houses, check that the walls and roof are stabilized with steel or heavy timber reinforcement at regular intervals rather than being simply stacked, as is often the case even in expensive homes. 

Be sure that your children's play areas are located away from earthquake hazards. Walls of brick, adobe or concrete block without steel reinforcement, and masonry veneers or chimneys often collapse in earthquakes. 

Household chemicals should stored low down in closed cupboards or closets so that containers will not easily tip over and spill their contents. 

If you are buying, contact an architect, engineer or local building official for advice on needed repairs or strengthening. 

Something to consider: many older homes and apartments have not been retrofitted with central heating, so the use of a gas space heater is very common. Some people decide to purchase a gas monitor that warns you if there is carbon monoxide in the air. However, if you are living in a home that is heated with gas space heaters, or if your emergency plans for if/when the electricity goes off include a gas space heater, then you should purchase a battery-operated alarm for every room where you might have a gas space heater.

Home Evaluation - Apartments

Try to determine whether the building has been constructed with earthquake resistance in mind. Older buildings that have withstood previous quakes may be a good bet but be sure that cracks haven’t just been plastered over. 

You want an apartment building built on a steel frame, not stacked floor upon floor with un-reinforced concrete pillars holding up each floor. 

Consider whether your apartment offers quick, secure means of exiting to the outside. 

If there are elevators you want an apartment near the elevator shaft – even though it may be noisier the shaft tends to remain standing while peripheral apartments fall away. 

Be sure that there is a secure room in the apartment where you and others can gather if you can’t get outside. Make sure it has protection from falling ceilings, a supply of water, food and medicines, and communications – like a cell phone left there and kept fully charged. 

Do not take an apartment above the 7th floor – that is as high as a lot of existing fire and rescue equipment can reach in an emergency. Lower floors are better – although that means there is more concrete above you in the event of a collapse. 

Emergency Supplies

Be sure you have these basic supplies on hand (at home and in the office):

Portable radio (extra batteries). 

Flashlights. Any two-battery cell lights are excellent. Lights using more than two "D" battery cells or any lights requiring higher voltage batteries should be of the sealed "safety" type. 

First-aid kit and handbook. 

Enough water for each family member for at least one week and keep a bottle of water in the car too. 

Canned food, non-electric can opener, required medications, and powdered milk for at least one week. 

Pipe or crescent wrenches to turn off gas and water supplies. 

Alternate means of cooking such as a barbecue or camp stove that can be used outdoors. Be sure to store fuel out of children's reach. 

Small bottle of chlorine bleach to purify drinking water. 

Cell phone that you keep fully charged and use only for emergencies with appropriate speed dial numbers programmed in for each member of the family. 

Know In Advance

The safest places in your home. They should be away from heavy furniture or appliances that might shift in an earthquake, masonry veneers (e.g. fireplace) which might fall, and large panes of glass that might break or even explode inwards under the great pressures generated by earthquakes. 

Check the location of your gas, electric, and water main shutoffs. Know how to turn them off. If in doubt, ask your gas, power, and water companies. 

Have a place where your family can reunite after the earthquake. You may be at work when the earthquake occurs, or the children may be in school. Know the earthquake plan developed by your children's school. You may have to stay at your workplace for a day or two following a major earthquake. Transportation and communication may be disrupted. Make sure your family has a plan for what to do wherever they are when the earthquake occurs. 

The locations of your nearest fire and police stations and local emergency medical facility. 

When The Big One Hits

If you are indoors, stay there! Get under a desk or table and hang onto it. Stay clear of windows, fireplaces, and heavy furniture or appliances. Don't rush outside unless you are certain that you can get immediately to a safe area without exposing yourself to danger. As you exit a building you may be injured by falling glass or falling debris. DO NOT try using the stairs or elevators while the building is shaking. 

If you are outside, get into the OPEN, away from buildings and power lines. 

If you are driving-STOP! - but stay inside your car. DO NOT stop under trees, lightposts, electrical power lines or signs. 

If you are in a mountainous area, be alert for falling rock and other debris that could be loosened by the quake, as well as for mudslides and flash floods. If you are seaside get to high ground as soon as it is safe to do so – tsunamis are common after deep sea quakes. 

Handling The Aftermath

Check for injuries, use proper first aid, and seek out and treat the most seriously injured first. 

If a person is not breathing-use mouth-to-mouth resuscitation to revive them. 

If a person is bleeding-put pressure over the wound. Use clean gauze or cloth, if available. 

DO NOT attempt to move seriously injured persons unless they are in immediate danger of further injury. 

Cover injured persons with blankets to prevent shock. 

Wear shoes to avoid injury from broken glass and debris 

Fire Hazards After The Quake
Gas leaks. If a leak is suspected or identified by the odor of natural gas, shut off the main gas valve. Know where this is located before you need it. 

Damaged electrical wiring. If there is any damage to your house wiring, shut off power at the control box. 

Downed or damaged utility lines. DO NOT touch downed power lines or objects in touch with them. 

Downed or damaged chimneys. Approach chimneys with caution. They may be weakened and could topple during an aftershock. Don't use a damaged chimney-it could start a fire. 

Fallen items in closets and cupboards. Beware of items tumbling off shelves when you open the door. 

Immediately clean up any spilled medicine, drugs, or other potentially harmful materials such as bleach, lye or gasoline or other petroleum products. 

Check your food and water supplies
DO NOT eat or drink anything from open containers near shattered glass. Wash any plates, cups or glasses before using – debris may have gotten into them. 

If power is off, plan meals to use up frozen food or food that spoils quickly. 

Use barbecues or camp stoves outdoors for emergency cooking. 

If water is off, you can use supplies from water heaters, toilet tanks, melted ice cubes, canned vegetables. 

Do not search for a gas leak with a match, or lit smoking material. (Duh!)

If you are on municipal gas, let the gas company turn on the gas unless you smell gas - if you do either evacuate or know where the main cut-off valve is located and do it yourself. If you are on bottled gas, it will be up to you to get it turned off. 

Do not use lighters, candles or open-flame appliances until you are sure there are no gas leaks. 

Do not operate electrical switches or appliances, including the telephone, if you suspect a gas leak. The appliance may create a spark that could ignite the leaking gas. Also you do not want to tie up lines or cell towers needed for emergency services. 

Shut Off Municipal Gas

(Do this only if you suspect a leak or can smell escaping gas and for some reason cannot or do not want to evacuate, which is by far the safest choice).

The main shut-off valve is usually located next to your meter on the inlet pipe. Call the gas company NOW and be sure you know where that valve is in your home or building.

Use a crescent or pipe wrench and give the valve a quarter turn (90·) in either direction. The valve will now run perpendicular to the pipe and the line will be closed. 

Shut Off Electricity

Locate the ON/OFF switch on the circuit breaker box or fuse box. The main fuse nearest the heavy cable coming into the building can also be shut off. Call the electric company NOW to confirm where these sites are located.

Be certain you and any other adult or responsible older child can turn off the electricity in an emergency . 

Disinfection of Water

Before attempting disinfection of water, first strain water through clean tightly woven cloth like bed sheets or a T-shirt to remove any sediment, floating matter or glass. 
Then you can use any one of many different systems available at any good outdoor recreational supply store. Be sure that any electrical water disinfecting equipment you buy is battery operated. Lower tech solutions are also readily available, like water decontamination tablets.
However, if you haven't prepared beforehand, water may be disinfected with 5.25% sodium hypochlorite solution (household chlorine bleach). DO NOT use solutions in which there are active ingredients other than hypochlorite. 

Mix water and hypochlorite thoroughly by stirring or shaking in a container. Let stand for 30 minutes before using. A slight chlorine odor should be detectable in the water. If not, repeat the dosage and let stand for an additional 15 minutes. 

NOTE: Water may also be purified by boiling rapidly for 3 minutes. Before using any open flame to boil water, check to be sure there are no gas fumes in the area.

Be Smart

Do not use your telephone except to report medical, fire or violent crime emergencies. 

Turn on your portable radio, cell phone, or battery-powered laptop computer for information and damage reports. 

Do not go sightseeing afterwards, especially in beach and waterfront areas where seismic waves could strike. Stay away from heavily damaged areas. 

Keep streets clear for emergency vehicles. 

Be prepared for aftershocks. Most of these are smaller than the main quake, but some may be large enough to do additional damage. 
Travel Security: Have Your Affairs in Order Prior to Departure

Many business travelers and/or their spouses who have run into trouble on the road have expressed regret that their affairs were not left in better order for their families and business associates trying to help them. An evacuation, illness, or death can place travelers and their families in sometimes difficult and even dangerous situations. There are a number of established precautions, taken before you depart, that will alleviate the most troublesome aspects of travel emergencies.

The following three steps are the keys to successful preparation:

Discuss and plan with your family what should be done in the case of any emergency separation. All adult family members should be aware of these plans. 

Supply family and close friends with the emergency notification numbers. They serve both to notify you while you are away in the event of an illness or death in your family at home and to provide your family with information about you in case of a crisis where you are traveling. 

See that all important papers are up-to-date. List papers and leave originals with a family member or attorney. Carry only copies while traveling - notarize important copies. Safe deposit boxes and bank accounts are very useful but may be sealed on the death of an owner. Therefore, make sure your representative has joint right of access. 

Assemble All Important Papers

Your collection of important papers might include:

Birth and marriage certificates 

Your will ( and that of anyone accompanying you) 
Guardianship or adoption papers for children 

Power of attorney for spouse or relative 

Naturalization papers 

Deeds, mortgages, stocks and bonds, car titles 

Insurance papers: car, home, life, personal effects, medical 

Tax records, school records, personal records 

Proof of termination of previous marriage(s) 

Child support/alimony agreements 

Proof of membership in any organization or union that entitles the estate to any benefits 

Assemble Other Essential Information

An information list might include:

Bank account numbers and addresses 

Passport numbers 

Duplicate passport pictures in case passport needs to be replaced due to loss 

Driver's license numbers 

Insurance policy numbers and names of carriers 

Social Security numbers 

Credit card numbers 

Travelers check numbers and issuing bank 

Medical and dental information, distinguishing marks and scars, and medicine and eyeglass prescriptions 

Assets and debts, listed 

Names and addresses of business and professional contacts 

Updated inventory of household and personal possessions with pictures/videos 

Employment records for each family member resumes, references, commendations 

Personal address list 

Fingerprints, current photos/videos, voice recording, handwriting samples, even consider having DNA samples on record for you and all family members 

Create an Emergency Notification List

While traveling abroad, you may need to be notified of an emergency involving someone in the United States. And during a political, social, or natural crisis abroad, your family in the United States will be anxious to get news of you.

The appropriate telephone numbers below should be given to your family for such purposes.

U.S. Embassy/Consulate (Day) (Night) 

U.S. Corporate HQ (Day) (Night) 

Corporate Security 

Local Legal Counsel 

Local Police 

Airline(s) 

Red Cross 

Department of State 

Host Country Embassy, Washington, D.C. 

Local Company Office 

Residence 

International Operator 

Relatives 

Leave Emergency Calling Instructions

Your family and other likely callers should be told to have the following information available before initiating calls:

Your name, company, and current location 

Name and relationship of family member 

In case of death—Date of death 

In case of illness—Name, address, and telephone number of attending physician or hospital 

Miscellaneous Pre-Departure Precautions

The corporate traveler & accompanying spouse should also consider the following, which will assist and possibly protect him/her during the actual journey:

Obtain International Driving Permit. 

Prepare a wallet card identifying your blood type, known allergies, required medications, insurance company, and name of person to contact in case of emergency. 

Remove from wallet all credit cards and other items not necessary for trip. 

Remove unessential papers, such as reserve, military, or humorous cards, e.g., "Honorary Sheriff." 

Put a plain cover on your passport (covers available in stationery stores) 

Use hard, lockable luggage. 

Be sure when luggage tags contain your name, phone number, and full street address that such information is concealed from casual observation and also that company logos are not displayed on luggage. 

Inform family member or friend of specific travel plans. 

Give your office a complete itinerary. 

Obtain the name(s) and address(es) of local office(s) of your company in any area where you will be traveling. 

Obtain a small amount of local currency if possible. 

Be aware of airline safety records when booking vacation trips while overseas do not include company name in reservation. 

When possible, mail all critical personal papers to yourself at a dependable overseas location using a dependable international express service, rather than carrying them along. 

Stay informed! Check for any travel advisories pertinent to countries you plan to visit. Ask for all relevant information directly from the U.S. government. http://travel.state.gov/travel_warnings.html
Useful Contacts for US Government Assistance

Bureau of Consular Affairs; Citizens Emergency Center

Focal point of liaison between concerned families, friends and U.S. Consular posts and citizens overseas. May render assistance in the areas of passports, visas, & inoculations; maintains and issues travel advisories. 

Phone: (202) 647-5225 -24 hours

This telephone is the contact point for all overseas emergencies. The BCA web site also contains detailed, helpful information including: 

Main help site - http://travel.state.gov/ 
Death of an American citizen abroad – http://travel.state.gov/deathrep.html 
Arrest or detention of an American citizen abroad - http://travel.state.gov/arrest.html 
To send money to a citizen abroad in an emergency - http://travel.state.gov/money.html 
Crisis abroad involving American citizens - http://travel.state.gov/crisis_abroad.html 
To locate a missing person overseas http://travel.state.gov/wwflyer.html 
Department of State Task Forces

Ad hoc groups formed to deal with civil disturbances, coups, natural disasters, etc., which occur overseas. Contact is made through Department of State Operations Center 

http://travel.state.gov/acs.html#emr
Foreign Commercial Service

Primary U.S. Government liaison with U.S. firms operating overseas. Phone: (202) 377-5351 (6:30 a.m.5:30 p.m. EST)

http://www.ita.doc.gov/
OSAC/Private Sector Liaison Staff, Department of State. (Departmental point of contact for interface between Diplomatic Security and the private sector.)

Phone: (703) 204-6185 (8:00-5:00 EST) 

http://ds.state.gov/osacmenu.cfm
U.S. Embassy/Consulate Personnel

http://www.state.gov/www/regions_missions.html
The Chief of Mission (with the title of Ambassador, Minister, or Charge d'Affaires) and the Deputy Chief of Mission head each U.S. diplomatic mission overseas. These officers are responsible for all components of the U.S. Mission within a country, including consular posts.

Commercial Officers, at larger posts, represent U.S. commercial interests within their country of assignment. They specialize in U.S. export promotion and will provide assistance to American business in furtherance of that effort. Economic/Commercial Officers fulfill these functions at smaller posts.

Consular Officers extend the protection of the U.S. Government to U.S. citizens and their property abroad. They maintain lists of local attorneys, act as liaison with police and other officials, and have the authority to notarize documents. Business representatives residing overseas should register with the Consular Officer. In troubled areas, even travelers are advised to register.

Regional Security Officers are responsible for providing physical, procedural, and personal security services to U.S. diplomatic facilities and personnel. Their responsibilities extend to providing in-country security briefings and threat assessments to business executives.
Destination Security Evaluation

for the absolute latest information on any country in the world, you can go to the following web sites. These are each extremely detailed, very useful, and frequently updated travel and expatriate security web sites. 

US Department of State: Consular Information Sheets http://travel.state.gov/travel/cis_pa_tw/cis/cis_1765.html 
Overseas Security Advisory Council https://www.osac.gov/Regions/
Australian Department of Foreign Affairs http://www.smarttraveller.gov.au/zw-cgi/view/Advice/
International Crime Threat Assessment  http://www.fas.org/irp/threat/pub45270index.html
InterPol Country Profiles   http://www.interpol.int/Public/Region/
World Intelligence and Security Agencies  http://fas.org/irp/world/
NationMaster ( massive global database including crime and terrorism)  http://www.nationmaster.com/index.php
I’ve chosen these main sources because Americans are probably the most security-conscious expats/travelers in the world and Australians are arguably the most adventurous. If there is a need to protect yourself in the major cities and tourist resorts of a country the Americans will point out the threat, and if the threat exists in a remote area of the country where conventional travelers are less likely to go, but where adventurous travelers and expats are quite likely to want to explore and live, the Australians will have gone there, experienced it all, and documented it. 

To a much lesser extent you may also find useful security information on the UK government’s Foreign & Commonwealth Office web site – go to http://www.fco.gov.uk  and click on ‘Travel Advice’. I’m not sure why the Brits are so much less informative than the Australians or the Americans – maybe it’s that understated, stiff upper lip quality that so many of us admire in our British cousins. Whatever the reason, the UK government doesn’t see fit to go into the detail that the Americans and Australians do on issues of crime and terrorism that confront travelers and expatriates around the world. Still, in the interest of getting the whole picture one should visit their site – they occasionally do offer a unique insight that others have missed.

The International Crime Threat Assessment, Interpol Country Profiles, World Intelligence & Security Agencies and NationMaster web sites each offers additional up-to-date ways to research the crime and terrorism potential for any country that you are thinking of traveling to or settling in, and I suggest a serious study of each of these before you make any travel or expatriation decisions.
Security on The Move - In Transit

Most of the following suggestions apply to any travel several are specifically directed at surviving a terrorist situation. It is recognized that the level of risk varies from place to place and time to time, so that you may need to choose among the suggested options or modify the concepts to meet your needs.

If you plan to stay in one country any length of time while traveling, especially in a country that is in a period of civil unrest, register with the embassy or consulate and provide a copy of your itinerary. Registration makes it easier to contact you in case of an emergency and to evacuate you if necessary.

On the Airplane

Carry-on luggage should contain a supply of any regularly taken prescription medicines (in original containers labeled with the pharmacy name and prescribing physician), an extra pair of eyeglasses, passport, and carefully chosen personal documents (notarized copies only!).

Dress inconspicuously to blend into the traveling environment. 

Consider wearing no jewelry. 

On foreign carriers, avoid speaking English as much as possible. Do not discuss business or travel plans with fellow passengers, crew, or even traveling companions. If you are pressed for information either lie or be deliberately vague. 

Select a window seat in the coach section. This position is less accessible by hijackers inflicting indiscriminate violence. 

Memorize your passport number so you do not have to reveal your passport when filling out landing cards. 

At an Airport

Maintain a low profile, and avoid public areas as much as possible. Check in quickly and do not delay in the main terminal area. Do not discuss travel plans indiscriminately. 

Stay away from unattended baggage, and report such baggage to authorities. Verify baggage claim checks before and after flight. Always maintain custody of your carry-on bag. 

Survey surroundings, noting exits and safe areas. 

If an incident occurs, survival may depend on your ability to remain calm and alert. During a terrorist attack or rescue operation, you do not want to be confused with the terrorists and shot. Avoid sudden moves. Hide behind something solid and stay put unless extreme danger forces you to move. Don't pop up to see what's going on, but do try to be as aware as possible of the developing situation. Think in advance where your next move will be if forced into it.
Observe the baggage claim area from a distance before claiming your bags. Do not retrieve your bags until the crowd clears. Proceed to customs and security lines at the edge of the crowd whenever possible.
Actions If Attacked In An Airport

Dive and crawl for cover. Do not run; running increases the probability of shrapnel hitting vital organs or the head, and running people stand out much more than those crawling for cover.

If you must move, crawl and stay low to the ground, using available cover. If threat is from weapons fire, avoid lying on floors or standing along walls as ricocheting bullets and projectiles tend to “hug” floors and walls

If you see grenades, seek immediate cover; lay flat on the floor, feet and knees tightly together, with soles toward the grenade. In this position, your shoes, feet and legs protect the rest of your body. Shrapnel will rise in a cone from the point of detonation, passing over your body.

Place arms and elbows next to your ribcage to protect your lungs, heart and chest.

Cover your ears and head with your hands to protect neck, arteries, ears and skull.
Basically, assume a fetal position with feet pointed in the direction of the expected blast.
Responding security personnel will not be able to distinguish you from attackers. Don't move. Do not attempt to assist them in any way. Lie still until told to get up.

While Using Car Rentals

Ideally, choose a conservative model car with security features such as locking trunk, hood, and gas cap power brakes and steering, seat belts, quick accelerating engine, heavy duty bumpers, smooth interior locks. In a hot climate, choose air conditioning. Keep the gas tank at least half full.

Before getting into the car, check the back seat area from outside the car. Examine the car for strange objects or wires inside, around, or underneath it. If found, do not touch, clear the area and call police. If possible obtain a car with a remote starting device.

Use security measures when driving: lock the doors, keep windows rolled up and avoid being boxed in by other cars. If you do get boxed in, evaluate the situation carefully to be sure it’s not just a traffic problem but if it appears to be deliberate don’t hesitate to damage your car by pushing the offender out of the way – your insurance will cover damage to the car (assuming you have made sure that your policy does thus) as long as you report the incident to the police at the earliest opportunity. If the maneuver is intentional the offenders will not follow you to the police station – if it was a misunderstanding you can sort it out at the police station. Vary routes. Check for suspicious individuals before getting out of the car.

Lock the car when unattended. If using a remote lock opener do so from the maximum possible distance. Never let anyone place a package inside or enter the car unless you are present.

While Using Public Transportation

Stay on your guard against pickpockets and petty thieves while in an airport or bus/train terminal or at a taxi stop. Avoid carrying a wallet in your hip or easily accessible coat pocket. Carry a purse/handbag that you may firmly grip or secure to your body. Beware of people jostling you at busy stations.

Take only licensed taxis. Generally those found in front of terminals and the better hotels are the safest. You may pay a bit more, but the companies are reputable and normally the drivers have been screened. Be sure the photo on displayed license is of the driver. Have the address of your destination written out in the local language and carry it with you. Get a map and learn the route to your destination so that you will be aware if taxi driver tries to take you a different or longer way.

Try not to travel alone in a taxi, and never get out in deserted areas. If the door doesn't lock, sit near the middle of the seat so you will thwart thieves who might open the door to grab a purse, briefcase, or wallet.

On subways, choose a middle car but never an empty car. On buses, sit in an aisle seat near the driver. Stand back from the curb while waiting for a bus.

Avoid arriving anywhere at night and using dim or vacant entrances to stations or terminals. Utilize only busy, well-lit stations.

Take as little luggage as possible ideally, no more than you can comfortably carry.

Responding to Chemical Threats
Unfortunately there has been a steadily increasing risk of the use of chemical weapons by bad guys worldwide. With just a little knowledge, readily available over the internet, chemical weapons can be made by unskilled operatives using easily available ingredients. So even though the possibility may seem remote of being involved in a chemical attack, or even being exposed to toxic chemicals through an industrial plant explosion or train derailment nearby, the chances of this happening may be greater than you at first assume.
Chemical agents are generally liquids, often aerosolized, and although some effects are delayed most induce an immediate response. There are many different potential chemical agents that a terrorist could use as a weapon. Nonetheless, the following broad generalizations can be made:

Although food or water contamination is possible, inhalation is the most likely method of delivery. Protection of the breathing airway is the single most important factor of defense.

Many likely agents are heavier than air and will tend to stay close to the ground. This dictates an upward safety area strategy.

Generally, chemical agents tend to present an immediate noticeable effect. Medical attention should be sought immediately, even if exposure is thought to be limited.

Most chemical agents that present an inhalation hazard will break down fairly rapidly when exposed to sun, diluted with water or dissipated in high winds.

No matter what the agent or particular concentration, evacuation (preferably upwind from the area of attack) is always advisable unless you are properly equipped with appropriate breathing device and protective clothing.

Detection of a Chemical Attack
A chemical attack or incident will not always be immediately apparent because many agents are odorless and colorless. Be alert to the possible presence of an agent.

Indicators of such an attack include:

Droplets of oily film on surfaces.

Unusual dead or dying animals in the area.

Unusual liquid sprays or vapors.

Unexplained odors (smell of bitter almonds, peach kernels, newly mowed hay or green grass).

Unusual or unauthorized spraying in the area.

Low-lying clouds of fog unrelated to weather; clouds of dust; or suspended, possibly colored particles.

People dressed unusually (long-sleeved shirts or overcoats in the summertime) or wearing breathing protection, particularly in areas where large numbers of people tend to congregate, such as subways or stadiums.

Victims displaying symptoms of nausea, difficulty breathing, convulsions, disorientation or patterns of illness inconsistent with natural disease.

Self-Defense In Case of a Chemical Attack Or Incident
Protection of breathing airways is the single most important thing a person can do in the event of a chemical attack. In most cases, absent a gas mask, the only sure way to protect an airway is to put distance between you and the source of the agent. While evacuating the area, cover your mouth and nose with a handkerchief, coat sleeve or any piece of cloth to provide some moderate means of protection. Other steps are:

Stay alert. Early detection enhances survival.

Move upwind from the source of attack.

If evacuation from the immediate area is impossible, move outdoors or to an interior room on a higher floor. Remember many agents are heavier than air and will tend to stay close to the ground.

If indoors and no escape outside is possible, close all windows and exterior doors while also shutting down the air conditioning or heating systems to prevent circulation of air. Notify responders as soon as possible of your location.

Cover your mouth and nose. If gas masks are not available, use a surgical mask or handkerchief. An improvised mask can be made by soaking a clean cloth in a solution of one tablespoon of baking soda in a cup of water. Although not highly effective, it may provide some protection.

Cover bare arms and legs and make sure any cuts or abrasions are covered and bandaged.

If splashed with an agent, immediately wipe it off using generous amounts of warm soapy water or a diluted 10:1 bleach solution.

If water is not available, talcum powder or flour are also excellent means of decontamination of liquid agents. Sprinkle the flour or powder liberally over the affected skin area, wait 30 seconds, and gently wipe off with a rag or gauze pad.

No matter what the agent or concentration, medical attention should be sought immediately, even if the exposure is thought to be limited.

Hotel Fires Abroad
Many hotels abroad are not as fire-resistant as those in the United States. Interior materials are often extremely flammable. Escape routes may not be posted in hallways and exits may be few or sealed. Firefighting equipment and water supplies may be limited. There may be no fast method for alerting a fire department. Sprinkler systems and smoke detectors may be nonexistent.

You must aggressively take responsibility for the safety of yourself and your family. Think contingency plan and discuss it with your family. Begin planning your escape from a potential hotel fire as soon as you check in to a hotel. If a fire does occur, you can then act without panic and without wasting time.

Outside of major world-class cities, stay in the most modern hotel available; consider a U.S. or European chain if available rather than a 'local' hotel, no matter how charming. Request a lower floor, but not the ground or first floor - ideally the second or third. Selecting a hotel room no higher than the second floor enables you to jump to safety. Although most fire departments can reach above the second floor, they may not get to you in time or position a fire truck on your side of the building. 

Locate exits and stairways as soon as you check in be sure the doors are open. Count the number of doors between your room and exit or stairway. In a smoke-filled hallway, you could have to "feel" your way to an exit. Form a mental map of your escape route. 

If the hotel has a fire alarm system, find the nearest alarm. Be sure you know how to use it. You may have to activate it in the dark or in dense smoke. 

Ensure that your room windows open and that you know how the latches work. Look out the window and mentally rehearse your escape through it. Make note of any ledges or decks that will aid escape. 

Check the smoke detector by pushing the test button. If it does not work, have it fixed or move to another room. Better yet, carry your own portable smoke detector (with the battery removed while traveling). Place it in your room by the hall door near the ceiling. 

Keep the room key and a flashlight on the bedside table so that you may locate the key quickly if you have to leave your room. 

Actions to Take If a Fire Is Detected

If you awake to find smoke in your room, grab your key and crawl to the door on your hands and knees. Don't stand— smoke and deadly gases rise while the fresher air will be near the floor. 

Before you open the door, feel it with the palm of your hand. If the door or knob is hot, the fire may be right outside. Open the door slowly. Be ready to slam it shut if the fire is close by. 

If your exit path is clear, crawl into the hallway. Be sure to close the door behind you to keep smoke out in case you have to return to your room. Take your key, as most hotel doors lock automatically. Stay close to the wall to avoid being trampled. 

Do not use elevators during a fire. They may malfunction, or if they have heat-activated call buttons, they may take you directly to the fire floor. 

As you make your way to the fire exit, stay on the same side as the exit door. Count the doors to the exit. 

When you reach the exit, walk down the stairs to the first floor. Hold onto the handrail for guidance and protection from being knocked down by other occupants. 

If you encounter heavy smoke in the stairwell, don't try to run through it. You may not make it. Instead, turn around and walk up to the roof fire exit. Prop the door open to ventilate the stairwell and to keep from being locked out. Find the windward side of the roof, sit down, and wait for firefighters to find you. 

If all exits are blocked or if there is heavy smoke in the hallway, you'll be better off staying in your room. If there is smoke in your room, open a window and turn on the bathroom vent. 

Don't break the window unless it can't be opened. You might want to close the window later to keep smoke out, and broken glass could injure you or people below. 

If your phone works, call the desk to tell someone where you are, or call the fire department to report your location in the building. Hang a bed sheet out the window as a signal. 

There are many things you can do if trapped in your room by fire. Fill the bathtub with water to use for fire fighting. Bail water onto your door or any hot walls with an ice bucket or waste basket. Stuff wet towels into cracks under and around doors where smoke can enter. Tie a wet towel over your mouth and nose to help filter out smoke. If there is fire outside your window, take down the drapes and move everything combustible away from the window. If you are above the second floor, you probably will be better off fighting the fire in your room than jumping. A jump from above the third floor may result in severe injury or death. 

Remember that panic and a fire's byproducts, such as super-heated gases and smoke, present a greater danger than the fire itself. If you know your plan of escape in advance, you will be less likely to panic and more likely to survive. 

Major Security Threats to Travelers - Hotel Crime

Stay alert to crime in your hotel. Use hotel security precautions. Put the ‘do not disturb" sign on your door to give the impression that the room is occupied. Call the maid when you are ready for the room to be cleaned. Consider leaving the light or TV on when you are out of the room. Carry the room key with you instead of leaving it at front desk. Do not use your name when answering the phone. Do not accept packages or open the door to workmen without verification from the front desk.

Take precautions when out walking. Remain on wide, well-lit streets. Know where you are going when you leave the hotel—if on a tour, enlist a reputable guide. Generally, the hotel will recommend or procure one. Do not take shortcuts through alleys or off the beaten path. If alone, be back in the hotel by dark. Never resist armed robbery - it could lead to violence. Always carry some cash to appease muggers who may resort to violence at finding no reward for their efforts. If you find yourself in an area that makes you uncomfortable for any reason, turn and retrace your path until you get back to an area where you feel secure.

Major Security Threats to Travelers - Civil Unrest

In some areas of the world, civil unrest or violence directed against Americans and other foreigners is common. During recent violent demonstrations in Thailand Americans were not targeted in particular; however, luxury hotels, conference centers and such places where wealthy Thais and foreigners stay have been attacked.  Travelers should be alert to indicators of civil unrest and take the following precautions in the event of unrest or revolution:

If in your hotel, stay there. Contact the U.S. Embassy, consulate or other friendly embassy. Hire someone to take a note to them if phones are out of order. 

Contact your local office representative. 

Do not watch activity from your window, and try to sleep in an inside room which provides greater protection from gunfire, rocks, grenades, etc. 

If you are caught outside in the middle of a riot or unrest, do not take sides or attempt to gather information. Play the tourist who just wants to get home to his/her family. DO NOT TAKE PICTURES!
Managing Overseas Security Challenges 
While it is difficult to consider seriously the possibility of becoming the victim of a terrorist incident in the US, and, in reality, the chance of being subjected to domestic terrorist violence for most of us is still relatively small, it is, nevertheless, very important for your mental health, the mental health of your family, and the financial well-being of your loved ones that you take precautionary measures. A few hours, or even minutes, spent considering the possible consequences of a terrorist attack can have tremendous benefits as is shown by numerous reports of those who have been held hostage. This is especially true if you are traveling outside the US, which is the topic of the next few sections.
In addition, however, some of the preparations are just as beneficial should you suffer some other mishap. We have all come to recognize the benefits of health, life, and other forms of insurance and treat these preparatory measures in a rather matter-of-fact manner. All prudent people should treat the measures recommended below in the same way. They must be a routine part of your life and considered as prudent and reasonable precautions that anyone would take under the circumstances.

Obtain a safe repository in the United States, or your home country, for the originals of all important papers such as medical and dental records, school records, tax records, mortgages, insurance papers, and the other documents referred to below. 

Execute a power of attorney for each adult family member and have several copies made. Make several originals as well. These are needed to transact business on behalf of your spouse or other adult. 

Update your will and have several conformed copies made. Put the original in a safe repository and give copies to the executor and your lawyer. 
In many states you should have establish a Medical Power of Attorney for you with your spouse, and vice versa. Without a Medical power of attorney, a regular POA will not give you the power to make medical decisions for your spouse, or they for you. Without a Medical POA, doctors can take over your loved one's medical treatment and do pretty much what they want even against your better judgment. You might also consider having a Do Not Resuscitate document appropriately drafted and signed, if that's your desire, and you may also want to consider being listed as an organ donor.
Establish emergency credit that will be adequate for any emergencies. 

Keep a list of regular billing dates for all recurring expenses - insurance, mortgages, and taxes. 

Establish a joint checking account, or two joint checking accounts, enabling each spouse to work from either account in the event they are separated for a period of time. 

Have the employee's paycheck sent to a U.S. or home country bank account rather than to a bank in your assignment country. 

Obtain individual credit cards for employee and spouse. 

Make sure all insurance policies are up to date. 

If possible consider establishing trust funds for dependents. 

Discuss with your family what to do in case one of you is taken hostage, including who will be contacted and where family members will go. 

Prepare yourself and your family emotionally by acknowledging and discussing any feelings of anxiety and depression. Identify those who can be called upon for psychological and social support and those in the family who may need special attention. 

If traveling in another country learn at least some of the local language to help you in an emergency. Also keep up with the current security situation in country. 

Maintain yourself in good physical condition and make sure you have adequate supplies of any medications you might require. Become familiar with exercise programs which require little space such as isometrics. If some medications are vital to your health, you might want to consider carrying at least a small supply with you at all times. Although most captors will provide you with medical care to ensure your survival, there may be a delay before medications or the services of a physician can be obtained. 

Be sure that you carry no classified information or information that could conceivably be damaging to the security of your firm or its clients. Also, carry no information that might be misinterpreted or misconstrued to be something that it is not. If you have tattoos identifying you as a former Marine, a patriotic American, a Christian or Jew, or any other kind of affiliation that if noticed by the wrong people at the wrong time could cause you to be singled out; consider having such body art removed.
At this point, the one major factor working against you is the psychological phenomenon of denial. Most of us are much more efficient at determining why something will not happen to us or in justifying delays than we are at determining and implementing methods of coping with these possibilities. Rather than putting off what you know should be done, why not do it now? It will save you from the gnawing feelings of guilt that would otherwise plague you should that unthinkable event, a hostage taking, occur.

Make a Risk Assessment

Some of us are more likely to be the targets of terrorists than others. Therefore, the precautions that we take should vary depending on what we, with the assistance of the security experts, determine the risks for us to be at any particular time and place. Some of the factors that should be considered in making a risk assessment are as follows:

What criminal or terrorist organizations have been known to operate in the country where you are traveling? 

What tactics have the above organizations been known to use, and what is the possibility of their changing those tactics? 

What are the anniversary dates of terrorist organizations? (Many terrorist groups have been known to undertake operations on or near dates that have some special significance for them.) 

Have there been any previous hostage-taking incidents? 

If there were previous hostage-taking incidents. - How were the hostages seized? - What was the fate of the hostages? - How much ransom was demanded and how much was paid? 

How effective are the police and intelligence services? 

How effective is the law, and how effectively is it enforced in the courts? 

What is the view of the United States or your home country, of the position that you occupy, and of you personally (depending on your notoriety) by the host government, local population, and relevant terrorist organizations? 

What precautions are you taking, what security equipment has been installed, and what are the security procedures in effect at your home, at your office, or while you are in transit? 

What are the aims of the local criminal or terrorist groups, and what are the tactics or types of activity that would further those aims? 

If a kidnapping is considered a possibility, what are the capabilities of the group, and who is its most likely target? The kidnapping of a well-defended target requires a larger, more sophisticated organization, while smaller groups may focus on softer targets. The capabilities of a terrorist group will, to some extent, determine their tactics and their target. 

Do not assume that because you may not be a high-ranking or prominent official you are exempt from terrorist attack. Some victims of previous attacks were chosen because other, more attractive, potential targets took precautions that eliminated them from consideration. The very fact that we are foreign business people and professionals makes us attractive targets to a variety of organizations around the world.

Patterns of Hostage-Taking Assaults
While some victims were at the home or office at the time of the terrorist attack, the overwhelming majority were in vehicles on the way to or from work. And the attack is usually close to either the home or office since it is difficult to vary this part of the route. Observers will often report the departure of the victim from the home or office while other observers signal the entry of the vehicle into the kidnap or assassination site. 

A road block is created, perhaps by staging an accident, creating what appears to be a police checkpoint, or using some other equally clever and seemingly innocent ruse. Other vehicles may be used to box in the target vehicle so that escape is impossible. Terrorists exit from the blocking vehicle, follow vehicles, and occasionally from the crowd on the sidewalk. Security people, if any, are usually dealt with quickly before they can mount an effective defense. The victim is then removed from his or her vehicle and transferred to another for a quick departure from the scene. 

The victim may be transferred to a second vehicle within a short distance to make identification more difficult. Generally, vehicles used in a kidnapping are stolen and later abandoned, quickly terminating any investigative leads. Even if the victim is taken at the home or office, a ruse is often used to gain entry. Terrorists have appeared in a variety of uniforms such as police, delivery services, or repair people. They may even carry authentic-looking identification.

Precautions against Being Taken Hostage

An individual can take many precautions to protect him or herself from a terrorist attack. These precautions have appeared in numerous documents relating to terrorism, but it is useful to review here those that pertain to hostage-taking situations and, to a certain extent, to assassinations as well. While you may be familiar with many of these recommendations, review is always useful. You may, upon a change of circumstances, decide that a precaution that was not appropriate before is appropriate now. Constant reevaluation is essential since the terrorist scene is dynamic.

Individual Precautions

Carry a card that indicates your blood type and any special medical conditions that may exist. 

Carry a supply of any medications that you require. 

Memorize emergency telephone numbers such as police, embassy or consulate, security personnel, and medical assistance, and carry change or tokens for pay telephones. Learn how to use the local telephone system. 

Maintain a low profile by wearing clothing and driving vehicles that are appropriate for the area. 

To the extent possible, avoid publicity for social events or travel plans. 

Do not publish personal/family information: home addresses, telephone numbers, or personal information concerning family members. 

Vary routes of travel and avoid routines. Terrorists often conduct surveillance to determine the site and time for a kidnapping or assassination. When no pattern exists, terrorists may switch to a more predictable target. This advice applies to those who walk or jog as well. 

Be alert to surveillance. 

Learn the local language at least well enough to be able to communicate basic ideas or a need for assistance, no matter how ungrammatically. 

In extremely high-threat situations it might be wise to wear body armor. Advice concerning body armor can be obtained from security professionals. 

Prepare an itinerary and keep your family and office informed of your whereabouts. Advise your office of your arrivals and departures and of any changes in your plans. 

Obtain maps of the area and become familiar with the city, concentrating in particular on your neighborhood, the neighborhood in which your office is located, and routes to and from your office. Locate on the map all areas where emergency assistance can be obtained. 

High-threat targets should discuss with security professionals the need for bodyguard protection and the size of the protective detail required. To be effective, bodyguards must be adequately equipped and trained. 

Precautions for the Family 

Make sure that family members receive appropriate briefings and that they are aware of the security threat in your area. 

Have family members memorize telephone numbers for emergency situations, and make sure that all family members, particularly children, know how to use the telephone. Post-emergency telephone numbers on or near the home telephone. 

Emphasize conversational security; warn family members against revealing information about travel or other family plans. 

Avoid discussing personal information over the telephone. Children in particular should be told not to provide information over the phone since their natural inclination is to provide whatever information is asked of them. 

Warn children about being approached or questioned by strangers. 

Where appropriate, children should be properly escorted to and from school or other events by a parent or guardian. 

Advise entire family to vary daily routines such as shopping trips, social gatherings, and family outings. 

Have all family members report any unusual or suspicious event immediately to you and/or to the appropriate security personnel. 

Have all family members advise other members of the family of their plans for the day. In high-threat situations it is advisable for family members to report their arrival at and departure from each location and to inform other family members of any change in plans. 

In high-threat areas, advise family members to travel in groups as much as possible by coordinating shopping and other trips with other families. 

Advise family members to be extremely cautious in allowing strangers to enter the home. Verify that any service people who request entry have a legitimate reason for being there by contacting the person who requested their services. 

Develop specific plans for what to do in the event of a terrorist incident or other security emergency. 

Establishing Overseas Office Security

Do not provide the location or travel plans of employees over the telephone. The travel plans of all employees should receive restricted distribution. 

Home addresses and telephone numbers must not be given to unknown people or to telephone callers. 

All employees should be alert to people disguised as public utility crews, road workers, vendors, etc., who might station themselves near the office to observe activities and gather information. They should also watch for parked or abandoned vehicles near the entrance or walls. Provide license number and description of suspicious vehicles and the description of their occupants to the security officer. 

Take seriously your responsibility for escorting visitors, and be careful about whom you bring into the building. 

Become familiar with all emergency plans and participate in any drills that are held. Know the appropriate action to take when alarms are activated. Know all escape routes and the location of safe havens and emergency equipment. 

Establishing Transportation Security Overseas
Vary your times and routes of travel. 

Where possible, use different doors and gates when arriving at or leaving the home or office. It is also advisable to have an automatic gate or garage door opener or an employee who can open the gate for you as you approach. Many attacks take place when a person is entering or departing the residence because this part of the route cannot be easily altered. By using alternate entries and departures to and from the residence and office and avoiding unnecessary delays, you can significantly reduce your vulnerability. 

Whenever possible, leave your car in a secured parking area. Where no secure parking is available, vary your parking space so that your route between your car and the office or residence is varied. Be especially alert in underground garages. Check the area before exiting the vehicle. If you see something unusual, drive away. 

Always check the vehicle, inside and out, before entering it. If you notice anything unusual, do not enter the vehicle. 

Before leaving a building, check the streets for suspicious individuals or vehicles. 

Be familiar with your route and all alternate routes. 

Whenever possible, use well traveled routes, avoiding remote areas or areas where the traffic could easily be blocked. 

If you must travel in remote areas, travel in groups and keep others informed of your travel plans. 

Know the location of secured areas like police, hospital, military, government, public facilities, and other places along your normal routes that could be used as a safe haven in the event of an attack. 

Avoid using vehicles that identify you as an American. 

Maintain your vehicle in good operating condition and keep the gas tank at least half full. 

Consider installing a vehicle alarm that would protect your vehicle from tampering or intrusion. 

Where permitted, a radio or telephone installed in the car is an excellent security precaution. 

Keep vehicle doors locked and the windows closed. 

Drive defensively, keeping alert to your surroundings and leaving adequate space around your vehicle for emergency maneuvers. Check regularly for surveillance. Look ahead for existing or potential roadblocks. 

Change or reverse direction to avoid being boxed in. In high threat situations you should constantly imagine what you would do if an attack were to take place. This mental preparation can save precious seconds if an attack actually occurs and would probably result in a more effective response. 

If danger is suspected, report it using the vehicle radio or telephone, if you have one, and drive immediately to the nearest appropriate safe haven. 

If there is shooting, lower yourself in the vehicle so that you present less of a target and depart the area as rapidly as possible. Most rounds will pass through the body of an unarmored vehicle, but they may be deflected and their velocity and penetrating power will be reduced. If your vehicle is armored, know the capabilities and limitations of the armor. 

If you are driven by a chauffeur, ensure that the chauffeur has been adequately briefed and, if possible, trained by security specialists in evading or countering terrorist attacks. 
The Importance of Employee Profiles

Organizations making assignments of employees to high-threat areas should consider obtaining profiles from all employees and family members. Such profiles include information concerning the employee and his or her family that would be useful in the event of a kidnapping or other terrorist incident. The contents of the file should be held in confidence. 

The file normally contains such information as: 

The complete names of all family members. 

The address and telephone number of any recreational residences, second homes, timeshare residences, etc. 

A description of all private or official vehicles used. 

A list of routinely scheduled activities for all members of the family. 

Details on children's schools. 

Passport numbers and dates of issue for the entire family. 

The numbers of credit cards or other identification documents carried. 

The social security number of all members of the family. 

Medical data including blood group, health problems. Medication taken, names of family physicians, location of all medical records. 

List and photographs of any identifying marks. 

Photographs and/or videos of all members of the family. 

Persons to be contacted both in your assignment country and your home country. 

A handwriting sample of each family member. 

A voice recording of every member. 

The information on this form should then be placed in a sealed envelope to be opened only in the event of a terrorist incident in which the employee and/or their family is the victim. Under such emergency circumstances a clear trail of accountability should be left by every individual who has access to the contents of the envelope. Employees should be advised to update the profile as circumstances change. The file should be either destroyed or returned to the employee upon permanent departure from the overseas assignment location.
Summary of Precautions

While there are no guarantees that these precautions, even if religiously adhered to, will protect you from terrorist violence, they will undoubtedly reduce your vulnerability and, therefore, your chances of being selected as the next victim. You owe it to yourself and to those who care for you to take all reasonable precautions. We all know that certain risks are associated with travel, especially international travel, so we should be prepared to take the steps that those risks force upon us. Many of the victims of past terrorist incidents have been found to have ignored even the most basic security recommendations. Perhaps if they had taken the risk more seriously or had greater faith in preventive measures, they might have avoided their life-threatening encounter.
The Reality of Terrorism

Although for most of us it is not a probability, terrorism is a fact. The likelihood of terrorist incidents varies according to country or area of the world, generally depending on the stability of the local government and the degree of frustration felt by indigenous groups or individuals. The threat of domestic terrorism in the US is rising as economic deterioration picks up speed. Just because you are traveling in the US does not mean that you can ignore the basic lessons learned the hard way by international travelers.
Although the number of incidents worldwide has increased at the rate of 10 percent per year, less than a quarter of these have been directed against American businesses or their employees. Most acts of terrorism are directed against citizens of the country where they occur.

When an act of terrorism does occur, it often has dire consequences: murder, hostage taking, property destruction. Much has been learned about the mentality of terrorists, methods of terrorist operations, and the behavior patterns of both victims and perpetrators.

Alert individuals, prepared for possible terrorist acts, can minimize the likelihood that these acts will be successfully carried out against them. While there is no absolute protection against terrorism, there are a number of reasonable precautions providing some degree of anti-terrorist protection.

Airline Hijackings

The experience of others will be helpful to you if you are the victim of a hijacking. Blend in with the other airline passengers. Avoid eye contact with your captors. Remember there may be other hijackers covertly mixed among the regular passengers.

Although captors may appear calm, they cannot be trusted to behave reasonably or rationally at all times. Stay alert, but do not challenge them physically or verbally. Comply with their instructions, and use hijacking survival behavior.

If interrogated, keep answers short and limited to nonpolitical topics. Carry a family photo whether or not you are a family man or woman, because at some point you may need to appeal to captors' family feelings. Minimize the importance of your job. Give innocuous reasons for traveling. Never admit to any accusations.

Armed Assault on the Ground

Hostages taken by ground assault are in a situation similar to hijacking except that it occurs within buildings. Business offices, banks, embassies, shopping malls, and subway stations have been targets. The same advice for dealing with ground assaults is the same that applies to dealing with hijackers. Should shooting occur, seek cover and try to avoid lying flat on the floor in an exposed position.

Kidnappings & Hostage-Takings
Kidnapping is a terrifying experience, but you possess more personal resources than you may be aware of to cope with the situation. Remember, you are only of value to them alive, and they want to keep you that way, so use kidnapping survival behavior and knowledge gained by many surviving victims over the years.

The common hostage responses of fear, denial, and withdrawal are all experienced in varying degrees. You may be blindfolded, drugged, handled roughly, or even stuffed in the trunk of a car. If drugs are administered, don't resist. Their purpose will be to sedate you and make you more manageable these same drugs may actually help you to get control of your emotions, which should be your immediate goal. If conscious, follow your captors' instructions.

Over the past years a body of knowledge on dealing with captivity has been derived from the terrible ordeals suffered by so many people worldwide. Under normal circumstances in the US being taken hostage is a rare and usually random event; however in the event of social breakdown you have to assume that if you have anything of value there are going to be people looking for people like you, and who will be scheming how to get what you have - or what they think you have. So while preparing to be taken hostage, or to be kidnapped, may seem a little far-fetched right now, in a few years this may not be the case. Think about it, and be prepared.
Hostage Survival Techniques

It would be nice to be able to stop at this point and assume that all who use this resource will take all of the precautions recommended and that these precautions will be 100% effective. Unfortunately, that is not the case. It is unrealistic to expect people to be alert every moment of the day, and there are always financial limitations as to the precautions that can be taken if they are of recognized value. 

Furthermore, terrorist tactics change as the precautions we are taking prove to be effective against the old tactics. It is clear that we are not always able to predict in advance with great assurance just what the next tactic is going to be. Until we make our adjustments, people are at least temporarily more vulnerable. 

Finally, most precautions are designed to discourage terrorist attacks and not to make them impossible. We must recognize that if a terrorist organization is determined enough, if it has the resources and backing, and if it is willing to take the increased risk for a possible greater gain, it can carry out an attack regardless of the precautions we have taken. These factors make it necessary to discuss how you can increase your chances of surviving a hostage-taking situation.

There are basically three forms of hostage taking: kidnapping, hostage barricade, and hijacking . The difference between kidnapping and a hostage barricade is that in a kidnapping the location of the hostage takers and the hostages is unknown, whereas in a hostage barricade their location is known and the hostage takers are using the hostages as a form of protection. 

On some occasions a kidnapping may be turned into a hostage barricade situation if, during the negotiation, the location of the hostages becomes known. Many aspects of hostage survival are the same for all forms of hostage taking. Any differences will be made clear.

A hostage taking can be divided into phases in many different ways, but for the purposes of discussing survival the most useful division is as follows: capture, transport or consolidation, holding, and termination.

Capture - The Highest Danger

The moment at which a person is captured, no matter where that capture may occur - in the home, in an automobile, in an airplane, or in the office - is a very psychologically traumatic moment. You may be suddenly transferred from a relaxed and complacent frame of mind to a state of absolute terror. This is a tremendous transition to which people may react instinctively in a variety of ways. Some freeze, while others automatically put up resistance. 

It is important that you gain control over your emotions as rapidly as possible so that you can react in ways that are calculated and rational and that are designed to increase your chances of survival. The terrorists are generally well armed and thoroughly trained for the type of attack that they are undertaking. They also are under a great deal of stress which may cause them to react violently or with overwhelming force to the slightest sign of resistance. 

Even if you put up no resistance, the terrorists may use some violence and, as a result, cause some minor injuries, because their adrenaline is flowing and they are trying to establish firm physical and psychological control as rapidly as possible. Any sudden or misinterpreted movement could be very dangerous. They are undoubtedly hostile toward you and the country that you represent. They have not had the opportunity to get to know you as an individual, so they will feel no compunction about killing you if it serves their purposes to do so. 

At this point of the attack, except in the case of a hijacking, the terrorists always have the option of simply assassinating their victims and escaping if things seem to be going wrong. This option may suit their purposes nearly as well as the hostage taking would have. Naturally, it is in your interest to ensure that they do not see this option as the most attractive in your case.

During an armed assault on a group such as would normally be found at an office or at a reception, stay low and be as inconspicuous as possible. 

Do nothing to draw attention to yourself. 

If someone else in your group puts up resistance or attempts to escape, shooting may result. 

To avoid being hit by stray rounds, seek whatever cover is available. 

At a minimum you should lie flat on the floor but since bullets tend to hug the floor after hitting something and ricocheting it's better to find a solid object to hide behind.
Generally, the best reaction for most people is to concede that the terrorists have the upper hand and that resistance would be futile and dangerous. 

You must work toward regaining a rational frame of mind and avoid any impulsive behavior. 

Putting up no resistance when resistance would obviously be counter-productive will help you to avoid injury and to avoid the destruction of personal property which may be important to you, such as glasses or other items that you need for your comfort and long-term survival. 

While your captors may want to keep you alive and will often provide medical attention when you need it, such attention may not be readily available. Even relatively minor injuries can become quite serious when untreated in possibly unsanitary conditions. 

In general, you should follow immediately any instructions that are given to you and consider the possible consequences of anything that you do. Above all, do not make yourself appear threatening.

Escape Options & Considerations

At some point most people consider avoidance of capture or escape. There are undoubtedly times when escape is possible, but it requires an unlikely combination of events. Some of the factors that should be present before you attempt escape are: 

You are in excellent physical condition and prepared for the rigors normally associated with escaping from an armed group 

You are mentally prepared for the attack and ready to react before your captors have consolidated their position 

You have a specific plan that is suited to the situation 

You have been trained to use special driving techniques. 

If you take your potential captors by surprise with a well thought-out and well executed escape plan, you may have a good chance of evading them. 

If you know, furthermore, that few kidnap victims have been released by the local terrorist organizations, your best bet may be to attempt to evade capture. 

In most situations, however, attempts at evasion or escape are futile. In an aircraft, attempts to overcome the terrorists could jeopardize the lives of all passengers. And in any situation, there will always be a point at which resistance is counterproductive no matter how well trained or prepared you are. 

The terrorists will move quickly to gain control over you. Once they have done so, you are unlikely to be given a good opportunity to escape. This is not to say that you should not be alert to such opportunities, but you must evaluate them carefully. It is senseless to risk your life needlessly if history shows that most victims are released unharmed.

Most people go through a range of psychological reactions immediately after being taken hostage, but the most common responses are fear, denial, and withdrawal. Some have experienced such overwhelming fear that they began to question their ability to cope with the situation. 

Fortunately, most of us are able to cope with much more than we had ever expected. 

One way that the mind deals with this fear is to deny that this experience is actually happening to them. In essence the mind is unable to accept the information that the senses are providing to it. Others have withdrawn into themselves, effectively shutting off any external input. One form of withdrawal is to fall asleep. There are reports of some who have slept for as much as 24 hours while being held hostage. While our specific reactions may vary, the reassuring thing is that we are able to cope mentally with a great deal of stress and we show great resiliency in recovering from extremely trying events.

The Transport or Consolidation Phase

It is at this phase that there is a wide divergence among kidnappings, hostage barricade situations, and hijackings. In the case of kidnapping s the victims are moved to a secret location. Certain aspects of this move have particular significance for survival. In the case of a hostage barricade or hijacking, the terrorists, shortly after the capture of their victims, work toward consolidating their position so that they are less vulnerable to attack from the outside. Naturally terrorist activities vary, and therefore, the victim response will vary.

In the case of a kidnapping, terrorist groups move the victim as quickly as possible from the scene where he or she was seized. As has been mentioned, during the capture the victim will probably be handled roughly, and this rough treatment is likely to continue, partly due to the nervousness and haste of the terrorists, but also due to an attempt to intimidate the victim and gain immediate submission.

Some captives are made unconscious either by a knock on the head or through the use of drugs. Generally, it is not advisable to resist attempts by the terrorists to administer drugs, because the drugs should be harmless and are designed to make the victim more manageable and less aware of his or her surroundings. In fact, the drugs may be beneficial to those having difficulty regaining control over their emotions or to those who are in pain. The drug may produce a calming effect or induce sleep. In either case, the drug may relieve a stressful transition with a minimum of mental or physical trauma.

Whether drugged or not, you will probably be blindfolded, bound, and gagged and forced into a position that may be awkward or painful and placed in a very confining space such as in a shipping trunk, the floor of the back of a car under the feet of your captors, the trunk of a car, or even in a sack. Feelings of claustrophobia may result, but it is important to remember that this confinement is temporary. You will probably be released shortly from this extreme confinement to an area that, while possibly still very confining, is more tolerable.

You will undoubtedly be very frightened and at least somewhat disoriented during transport, but you must work toward regaining your composure. It is important that you use this time to gain whatever information you can through a very active use of whichever senses you have available to you. Listen, for example, for tire sounds that may indicate what type of road surface you are traveling on for outside noises such as factory sounds, traffic noises, or aircraft for voices that may enable you to subsequently identify your kidnapers and for distinctive motor or other vehicle sounds. 

Attempt to sense from the motion of the vehicle any turns in the road and other topographical features. Note, also, any unusual odors that might indicate certain types of manufacturing activities, a fishing industry, the nearness of the sea or other body of water, the presence of particular types of vegetation, or other types of activities or locations that have distinctive smells associated with them. Some hostages have even managed to leave a trail by dropping something or making a mark in any location that they are placed so that their presence in that location can later be proven. Be extremely cautious in doing this, however, since being caught in the act could lead to severe reprisals.

In a hostage barricade situation, the activities of the hostage takers will be different. Their prime interest in the early stages of the incident will be to fortify their position. As in a kidnapping, you may be treated roughly, drugged, blindfolded, bound, and/or gagged. It is also possible that you will be confined in a small space or have to endure long periods of time in uncomfortable positions. 

You may, on the other hand, be forced to help the hostage takers in moving furniture or otherwise making the site less vulnerable to attack. Some hostages have even been used as human barriers by being placed near windows or doors to further discourage an assault. 

As with a kidnapping, it is important that you begin to collect information immediately. Often, some hostages are released earlier than others. If you are selected for early release, you must take advantage of this opportunity to provide to the authorities any information that you have memorized concerning the terrorists, the site, and the other hostages. Such information is vital for the negotiation and for any possible rescue attempt. 

You must also identify a location that provides you with some cover or concealment in the event of an armed assault. There have been occasions in hostage barricade situations where the authorities assaulted immediately without a period of negotiation.

In the case of a hijacking, the hijackers will also move quickly to stabilize their position in the aircraft, perhaps by moving passengers to a particular part of the aircraft. They may also have all passengers keep their seatbelts fastened, their trays down, and their shades drawn. Even in a large aircraft this type of confinement can become distressing over a period of time. It is just as important in such cases, therefore, to keep the mind active and concentrated on activities that are likely to increase your chances of survival.

In general, then, during either transport or consolidation your most important functions are to regain control over your emotions and activities and to gather intelligence. The quicker you do this, the greater your chance of survival.

The Holding Phase

After your captors have moved you to a holding location for the ensuing negotiations or after they have consolidated their positions in a hostage barricade situation, you will enter what will probably be the lengthiest part of captivity, the holding phase.

At the beginning of this phase your captors probably consider you as just an object that will be useful to them in their bargaining with the authorities. They do not consider you a human being with needs and concerns, and they will do things that are designed to maintain that view. Their activities are intended to make you more compliant and to make it easier for them to kill you if they find it necessary. They may, for example, make accusations that you are a member of an intelligence organization or that you were engaged in activities that were detrimental to the people of the country, they may attack your political point of view while advocating their own, and they may attempt to force you to do things that are degrading or insulting. 

Often they will try to isolate you from events by placing you in a darkened cell or otherwise denying you all sensory input, removing your sense of time, and refusing to provide you with any information about what is happening in the outside world. Sometimes they will cause you to doubt that anything is being done to gain your release. Some organizations may even resort to attempts to convince you of the validity of their goals, they may threaten you, or they may try to intimidate you with their knowledge of your previous activities or lifestyle. Occasionally hostages are kept in an unsanitary environment, dehumanized by being called by a number or other designation other than their name, provided inadequate or no hygiene or bathroom facilities, deprived of sleep, and given poor or insufficient food.

The specific type of treatment can vary dramatically. What is typical is that your needs may go unrecognized, partly because of their determination not to recognize you as a human being and partly because of their animosity toward what you represent. While they may make life unpleasant for you, they are unlikely to do anything intentionally that is life threatening. Dead, you are worth nothing to them. As time goes on, you can certainly make use of this fact. You may never be treated in the way that you would like to, but you may be able to bring about some modification of their behavior.

During this phase you should continue with your efforts to regain control over your emotions and to maintain your sense of self-respect. You must also work toward improving your new environment and the behavior of your captors, and you have to concentrate on preserving your mental and physical health. Essential to this process is the understanding that you may not be released soon, particularly in kidnapping situations. Depending upon early release may prevent you from doing those things that are essential to your long-term survival, and it can cause you to lose all hope as time wears on.

Perform four main functions during this time:

Build human relations 

Manage yourself 

Manage your time, and 

Manage your environment 

Managing Human Relationships in Captivity

Building a relationship with your captors does not mean that you have to agree with their philosophy or their methods. It means simply working toward establishing a relationship that permits you to maintain your self-respect while demonstrating that you are a valuable, non-threatening human being. Present yourself as a reasonable and intelligent person. 

Thoughtless displays of emotion, whether it is aggression or panic, can cause your captors to see you as a threat or as a person who is worthy only of contempt. If you are given orders, comply with them unless they are life threatening or exceedingly degrading. If you feel it is better not to follow a particular order, explain why you are resisting it. Sometimes they may understand and respect your reasons. 

Avoid arguments with or criticism of your captors. Even if you win the argument or feel some personal victory from a well-placed insult, you will have made some dangerous enemies on whom your life may depend. 

If your captors show some willingness to talk, encourage this and listen attentively. Show interest in their point of view even if you do not agree with it. Take any opportunity to talk about yourself, your hopes, your aspirations, your failures, and your worries. The more your captors know about you, the more difficult it will be for them to kill you.

Communications in Captivity

Communication with other human beings is very important for mental health. If you are being held alone, the ability to communicate with your captors will be of benefit to you, even if many of the messages from them are hostile. If there are other captives present, however, communications with other hostages can have a significant uplifting effect. 

Often prisoners are held together, in which case communication is not difficult as long as your captors allow such interaction. Where communications are not permitted, messages can still be exchanged in subtle or surreptitious ways. Even an expression or a gesture can be helpful, but those who are imaginative can come up with additional ways to pass information undetected, particularly if writing materials are available. Where hostages are held apart, communications can be more difficult, but there are often ways. Where hostages are moved from one area to another, messages may be written out and left hidden, or a variety of codes can be used. 

Prisoners have also traditionally used a code by which the letters are placed in a 5 by 5 grid, generally leaving out the K

	A
	B
	C
	D
	E

	F
	G
	H
	I
	J

	L
	M
	N
	O
	P

	Q
	R
	S
	T
	U

	V
	W
	X
	Y
	Z


With the K left out, all of the letters will fit in the 25 spaces available. Wherever you would normally use a K, a C is substituted. 

While other methods of fitting the letters in the grid have been used, standardization is preferable since messages could be confused by someone using another system. 

To identify a particular letter you first tap out the column in which it appears and then the row. 

For example, the letter M would be sent by tapping three times and then two times. 

With practice prisoners become so adept at this that they can send messages with amazing speed. Keep in mind, however, that it is often easier to send a message than it is to receive it, so avoid excessive speed. 

This system is preferable to the Morse code in that it is easy to remember and requires no training. Messages between captives can be used to inform, to reassure, and to encourage. Just being aware that another human being has similar anxieties is very comforting. Hostages may also be given the chance to communicate with those in the outside world through letters to families, press interviews, TV filming, and visits from medical or clerical personnel. Hostages should consider this an opportunity to provide others with information that might be useful in resolving the crisis.

Self-Management in Captivity

Managing yourself involves setting goals for yourself, organizing your activities, and establishing some control over what it is that you are going to do. It is important for both your sense of mental well-being and physical health that you try to maintain your personal cleanliness and hygiene to the extent that your environment permits it. Some hostages have even been given the materials necessary to make repairs to their deteriorating clothing. This helps you not only maintain your sense of self-respect, but it also provides an activity to help pass the time. 

Establish a physical exercise program and a relaxation program. Physical exercise helps to keep your body in good condition, and it can be very relaxing by giving you a sense of accomplishment and a healthy tiredness that improves sleep. Many relaxation techniques, such as meditation, are effective in reducing stress levels or the effects of stress on the body. It is well known today that stress, particularly if it is maintained over a period of time, can have adverse effects on your health. 

Keep your mind active by reading whatever literature is provided to you and using any writing materials that might be available. If these materials have not been provided, ask for them. You may not be given the kinds of reading materials that you would have chosen for yourself, and you may not be permitted to send or even retain any of your writings, but what is important is that the mind is kept active. In the absence of reading or writing materials, you can still engage in memory exercises or in imaginary problem solving. Some hostages have drafted poetry or prose in their minds and were able to write out these materials word for word after the incident was over. Others have imagined undertaking a project for which they had to work out all of the details. Many creative uses of the mind cannot be denied to you no matter how severe the environment. 

Those who are religious have received great comfort from their religious beliefs, and in many cases those beliefs became stronger because of their experiences. Some have even felt that without those beliefs they might not have been able to survive their experience. 

Try to maintain your sense of humor and an optimistic outlook on life. A sense of humor is probably the most effective way of warding off apathy and depression.

Managing your time requires that you be aware of the passage of time and that you establish a regular schedule for all of your events. As has been mentioned, in many cases your captors will attempt to remove your sense of time by removing your watch, keeping you in an area that deprives your senses of input, and refusing to answer any questions about the time or date. 

In spite of their efforts, however, you can determine approximate time by:

Detecting changes of temperature that are associated with day and night 

Observing the patterns in which meals are served 

Detecting outside noises such as bird sounds, traffic noises, and factory noises that traditionally occur at certain times of the day 

Watching the behavior of the guards who may appear more sleepy and less active at night than during the day 

Establish a calendar for yourself so that you can keep track of the passage of days. Some hostages have been so effective at this that they were only a few hours off in their calculations after months of captivity. 

Plan for a long captivity by establishing a calendar of at least 30 to 60 days and then extending it if necessary, rather than having unrealistic expectations of a short stay dashed. Be prepared for disappointments. Unexpected complications may arise creating lengthy delays in what you think is an impending release. Keep track of holidays, birthdays, and other special days so you can celebrate. 

Establish a schedule for yourself for each day and stick to your schedule to the extent possible. Your schedule might include times for personal hygiene, housekeeping, exercise, relaxation, reading, writing, or mental exercises, special work tasks such as mending clothing or other repairs, and sleep. 

You can't always control when you will be fed, but you can control when you eat. Stockpile food and water for the possibility that a meal will be missed or the food that is provided is inedible. A day that is active and full passes much more quickly and is more personally satisfying. Managing your environment involves making the space in which you are confined your personal space or your temporary home. There are a variety of ways in which this can be done: 

You can rearrange those items of furniture that are movable into a pattern that is more pleasing to you. 

You can designate specific areas for specific events such as setting aside a corner for exercises and another corner for reading and writing. 

You can keep your space neat and organized. 

Finally, you can request additional pieces of furniture that you feel you need. You may not get all that you ask for, but this should not discourage you from trying. Any additions to your possessions can be very important to your sense of accomplishment and pride.
Interrogation & Torture

In most hostage-taking incidents some form of interrogation will take place. It may range from mild questioning stemming primarily from curiosity to very sophisticated interrogation by those who are seeking information that would be damaging to the interests of your company or the United States or cause severe embarrassment. Fortunately, however, most of the interrogation conducted by terrorists is not sophisticated and is, therefore, more easily resisted. It is important for your personal sense of integrity and self-respect that to the extent possible you remain loyal to your country and to any companions.

Some of the methods commonly used by interrogators are:

The appearance of being friendly 

Shock and surprise 

Fear and despair 

Playing the role of the non-interrogator 

Threat and rescue 

Accusations of spying 

Creating disgrace 

A good interrogator will start out appearing to be friendly because the victim is looking for a friend. They may treat you so well in comparison with the others that you are grateful and want to do for them whatever they request. Some hostages even feel guilty when they cannot remember some seemingly insignificant piece of information that the interrogator is asking for. 

An interrogator may use threats in a friendly way by saying that if they don't come up with useful information, they will be forced to turn you over to someone who uses harsher measures. 

Interrogators use shock and surprise by revealing, for example, that they already know a great deal more than you would have thought. You may feel that if they already know so much, then the damage is already done, and what little you could tell them will not make much of a difference. 

Interrogators will also know what you fear most. They may know, for example, that one of your primary concerns is for the welfare of your family, and they will play upon this fear to induce you to talk. Interrogators have often posed in another role such as a neutral party who is just checking on the welfare of the hostages. U.S. Government and corporate employees, in particular, are often accused of being spies. 

You may be inclined, therefore, to provide information about your actual duties to prove that you are not engaged in spying. A wide variety of interrogation techniques could be used. And this is why it is important that you remain alert to any attempts to obtain information from you. 

Whenever you are asked a question, pause before answering to determine where the question might be leading. There is a second reason for establishing the habit of pausing. People generally pause on sensitive subjects but not on non-sensitive subjects. Pausing on all questions denies the good interrogator the opportunity to find out about what subjects you are sensitive. It may be tempting to provide information in order to improve your condition, but you must consider the consequences for your country and for your own mental well-being.

Some of the more common methods of coercion are solitary confinement, inadequate or unsavory food, and depressing living conditions. Solitary confinement can take many forms. It is not necessary to be confined to a dark cell. Being blindfolded, having stereo headphones placed over your ears, and being kept in a small tent can have the same effects. 

The early stages of solitary confinement are generally the most difficult because you have a great deal of time to kill mentally. Eventually, however, people become very creative. Some people concentrate on trivia. Others solve math problems. Some review past events, books they have read, or movies that they have seen. In the absence of distractions people can recall past events in amazing detail. Some hostages have taken imaginary trips or built complex structures board by board. This sort of creative use of the mind is available to all of us.

Even though the food you are served may be unfamiliar to you, it is usually nutritionally sound. Doctors who have analyzed what hostages have eaten have generally found that it was adequate to maintain health. It may not look appealing, but it is important that you eat whatever you are given in order to maintain your strength.

Most hostages have reported that it was difficult or impossible for them to maintain adequate sanitary conditions. Cleanliness is very important to us in our culture, but, in truth, you have no real need for a daily bath, deodorants, and soaps. Use these items if you have them, but do not be concerned if you do not. You may be offensive to those around you, but that is their problem, not yours. It is unlikely to have any effect on your health, so long as you are able to avoid open sores or wounds. If these occur, take every opportunity to keep the sore or wound clean, if possible. In extreme cases, remember that your urine is sterile and can be used, however distasteful this may be, to cleanse a sore or wound.

The major concern for most people is the possibility of the use of torture or the systematic application of pain. The use of torture to gain information, however, is not generally very effective. What an interrogator needs is useful, reliable, detailed information, but a hostage who has been mistreated is often less capable of providing it. The sophisticated interrogator, therefore, will generally not rely on torture, but rather use the techniques referred to above. 

If torture is used, however, how do you deal with it? Normally, if a source provides no information, the interrogator will give up and concentrate on someone else. Most people, though, cannot remain silent in the face of torture. So, you need some alternatives. 

You can make it evident, first of all, that you are not in a position to have any information that would be useful to them. This is your preferred tactic, but it may not always be possible if others have already provided information about you or classified documents have been compromised. 

Your next alternative is to make it clear that you have information, but you are not able to give it in a useful, reliable manner. You can claim that you do not remember information, and considering the stress you are under, that would be understandable that you are unable to think clearly because of an injury you suffered when taken, perhaps a blow to the head or that you cannot understand their questions because of language difficulties or accents. 

Some hostages have simply stated that they were prohibited from revealing information, and this was accepted. 

If you are forced through torture to reveal information, provide the least information possible. When you provide information use idiomatic language and unusual words to make yourself difficult to understand, be vague and indefinite, be misleading and inaccurate, and digress into irrelevancies. If they see that they are not going to obtain useful information from you, they will probably, but not certainly leave you alone. Many people find that they can tolerate much more than they thought they could.

Above all, it is important that you behave in ways that will preserve your sense of integrity and self-respect. This will greatly improve your recovery from the hostage taking once it is over.

The official foreign affairs agencies of the U.S. government have adopted the following guidelines for personnel taken hostage, which offer a model for corporate employees in similar captive situations:

U.S. Government personnel serving abroad are expected to be mature, responsible and patriotic individuals for whom the concept of service has real and personal meaning.

Individuals who are taken hostage should be aware that their captors may seek to exploit them. Their captors may be seeking information to be used to the detriment of the United States or of their fellow hostages, and are likely to use information obtained from one captive when interrogating another. Individuals should consequently be guided by the knowledge that whatever they say may be used to mislead or punish their colleagues and that their actions may result in reprisals.

Captured individuals should not discuss sensitive aspects of the work of their fellow hostages. They should not divulge classified or sensitive information. They should not sign or make statements or take action that they believe might bring discredit to the United States. 

The decision to attempt escape rests with the individual concerned. However, the decision should be consistent with the considerations set above. 

Hard and fast rules are not always helpful, and the U.S. Government recognizes that the ability of individuals to resist extreme pressure differs. But to the extent possible one must help one's colleagues and avoid exploitation. Sound judgment is essential. 
Termination of Captivity

Regardless of how a hostage-taking incident terminates, the termination is generally a very tense moment for all people involved in the crisis. The easiest and safest termination for the hostage is the voluntary release followed by either an escape or a surrender by the hostage takers. 

In the case of a kidnapping you may be transported to some neutral location using techniques similar to those referred to in the transport phase and allowed to make contact with friends or relatives. 

In the case of a hostage barricade situation, the hostage takers may either surrender to the authorities or they may be allowed to depart as part of their agreement for your release. 

If the hostage takers are allowed to escape as part of the agreement, you may be transported to a third country where the hostage takers feel confident in releasing you. 

If the hostage takers surrender, you will probably be given very precise instructions by the police as to how to depart from the hostage-taking site. 

On some occasions hostage takers have used an apparent surrender as a ruse to cover their escape. The police are aware of this and will be taking precautions to ensure that the hostage takers are, indeed, surrendering peacefully. You may be asked to exit with your hands in the air or behind your head and to submit to a search and careful identification procedures. You should be prepared for the possibility of rough treatment until the situation has clarified itself. This is both for your protection and for the protection of the police. 

During this tense phase make no sudden moves that might be misinterpreted by the police.

Another possible termination is an assault. The techniques of assault vary depending on the training and experience of the assault force. 

When an assault begins, seek cover or concealment. Where no cover or concealment exists, lie flat on the floor, preferably away from doors and windows which may be used for an entrance. 

In an aircraft, where you may not be able to lie on the floor, put your head down and remain perfectly still. 

An assault team may shoot anyone who stands up or makes a sudden move which could be considered to be threatening. Once again, you should expect rough treatment in the early stages after an assault. Hostage takers have often tried to escape capture by hiding among the hostages. 

On many occasions the hostages have permitted the hostage takers to do this because of the emotional bond that sometimes forms between them due to the extended period of intense emotional contact. The assault force will, therefore, treat everyone as a suspect until all have been positively identified.

It is vitally important that you resist the temptation to come to the aid of your rescuers. Above all, do not try to disarm your captors. The assault team has very little time to decide whether or not to shoot. If you are found with a weapon in your hand, you could easily be killed before you have the opportunity to explain the situation.

Survival, Release, and Re-entry

For the hostage the ordeal is not necessarily over immediately after his or her release. There are, in fact, certain psychological and perhaps physical reactions that continue, sometimes over an extended period of time. 

Some of the feelings that a person might experience could include shame for feelings of not having done enough to prevent the incident, for not having made an escape, or for having behaved in ways with which they are not now comfortable guilt for having placed others in a position where they had to make sacrifices for them feelings of somehow being less valuable as a person critical feelings both toward their own behavior and toward third parties who may be perceived as not having done enough and feelings that others who have not been a hostage could not possibly understand their emotions. 

Some hostages have experienced a range of adjustment difficulties, including sexual adjustment, insomnia, nightmares, startle reactions, diminished motivation, erratic temperament, feelings of detachment and alienation, a loss of appetite, and mild phobias. It should be pointed out that all of these reactions are completely normal and most will fade with time. It is usually best to sort out these feelings and reactions and evaluate them realistically and rationally. For most it is advantageous to return to their normal lifestyles, including work, as soon as possible since it allows them to put their unpleasant experiences behind them and it gives them the opportunity to prove to themselves that they are still valuable individuals.

Others may experience psychological or physical reactions that require professional help. Some may have difficulty adjusting to their former lifestyle and require the assistance and counseling of a mental health specialist to work out their problems. Some may also experience physical health problems that were brought on either as a direct or indirect result of their hostage experience. It must be remembered that the hostage's family has also been through an awfully stressful period and may require the same type of assistance.

To recover rapidly from their experiences, former hostages need the support of their families, friends, and co-workers. In many occasions other people are uncomfortable around the former hostage because they are worried that they will not know how to act, and they are afraid bringing up the hostage incident will be upsetting. Former hostages may interpret the uneasiness of those around them as an indication of a lack of acceptance. Generally, former hostages will eventually feel a strong need to tell their story or to ventilate. Other people can help in this process by listening carefully to what they have to say and encouraging them when they show a desire to talk. 

Hostage Crisis Management Guidelines

Hostage-taking incidents are becoming more common, and in today’s world the business person traveling overseas is potentially at higher risk than the casual pleasure traveler or well-protected government employee. And while many of the more advanced countries have well-trained and very capable specialized police units which can handle hostage incidents from the beginning through their conclusion, there are many parts of the world where multi-national businesses operate which have no such capability, or where rapid-response capability is limited.

It is therefore necessary that Americans assigned to overseas business locations be knowledgeable in the overall principles of managing hostage & kidnapping incidents, especially the initial phases. How such incidents are managed during the critical first few hours can have a direct bearing on the outcome after professional crisis management teams arrive and take over. It is vitally important that senior company managers in at-risk overseas sites be aware of the do’s and don’ts of dealing with hostage-taking and kidnapping situations so that they do nothing to jeopardize the negotiations to come or to prejudice the possible outcome.

With this in mind, the following vital government-produced information has been packaged in a searchable, sharable computer-based format which can be reviewed by senior managers prior to arrival at an overseas assignment site, and be called up at a moment’s notice should the unfortunate necessity arise. 

U.S. Government Policy on Hostage Negotiation 

U.S. Government policy regarding the payment of ransom and negotiation with terrorists is clear:

"The U.S. Government has made clear that it will make no concessions to terrorist blackmail. We will not pay ransom or release prisoners. We support other governments that take a similar stance since concessions encourage further attacks and put more people at risk. When Americans are abducted, we look to the host government to exercise its responsibility under international law to protect all persons within its territory. Governments, corporations, and private individuals have a common interest in maintaining a policy of not submitting to terrorist demands. Should official American personnel be taken hostage as the result of an act committed or condoned by a foreign government, we will act promptly and effectively, choosing from the range of political, economic, and military sanctions appropriate to the circumstances."'

There are, however, many actions which can and must be taken to preserve life that fall short of those prohibited by the above-stated policy.

Overall goals are:

To preserve life 

To secure the release of the hostages in a manner consistent with U.S. Government policy 

The tactics are to:

Establish and maintain communications 

Stall for time 

Obtain information 

Calm the hostage-takers 

Establish rapport 

Persuade 

Why Is Negotiation The Top Choice?

A variety of alternatives is available to crisis management officers in dealing with a hostage-taking incident, including:

Containment and negotiation 

Containment and the demand of surrender 

Use of chemical agents 

Use of sharpshooters 

There are major problems are associated with several of these alternatives. Twelve percent of those who have died in a hostage-taking incident died during the assault. The chances of loss of life in an assault are great. Sharpshooters may hit the wrong individual or an explosive device could detonate automatically. Chemical agents are too slow, and with some dispensers there is the threat of fire. Simply demanding surrender results in more casualties and takes much more time.

Above all, once you have resorted to an assault, teargas, or sharpshooters, it may be difficult or impossible to return to negotiations, but by beginning with negotiations you still have all the other options open to you.

Therefore, the authorities should be encouraged to take no precipitous action, since the passage of time is to the advantage of the police, and the immediate use of violent tactics only reduces or eliminates the opportunity for a negotiated settlement that might be to the negotiators' advantage.

Stalling for Time—the Main Tactic

The first order of business is to stall for time, which is needed for several reasons :

To reduce the stress environment 

To allow for negotiations external to the conflict zone 

To permit the implementation of active crisis-resolution measures i.e., hostage rescue efforts. 

The passage of time increases all basic human needs, both biological and psychological. While we tend to focus on our own problems, hostage-takers also have a large number of problems to deal with, and these problems multiply and become more complex as time passes.

The important point is that you are probably in a position to satisfy some of these needs and may even be able to create some that will later need satisfying. When you are in a negotiation, set aside some time to consider from your opponents' point of view their position and the problems that they might be facing. This gives you an important new perspective concerning the problem and how to deal with it.

Another factor that is always present and directly related to time is stress. Studies have shown that people become more rational as they become less emotional. We are capable of dealing with seven (plus or minus two) separate chunks of information in our short-term memory or working memory. If we are to add something to short-term memory, then something has to go. It appears, however, that some chunks take up more apace in short-term memory than others. 

Any stimulus that is particularly vivid or emotional in content takes up more apace than other chunks, therefore decreasing our ability to deal with other information. This means then that to get your message across to someone who is very emotional you should first do something to reduce his or her emotional levels. Time alone will reduce it, but you may be able to speed up the process by using some of the techniques that are discussed elsewhere.

The body reacts to stress in the following way, referred to as “General Adaptation Syndrome ":

During the shock phase there is an increase in adrenaline in the blood, a quickening of the pulse and respiration, and an increase in blood sugar levels. 

The counter shock phase is characterized by a feeling of hyperactivity—a feeling that you can’t sit still and that you have to keep moving or doing something. This is by far the moat dangerous phase in this cycle. 

In resistance/adaptation the body begins to adapt to the situation, starts to repair damages and the stress symptoms start to disappear. 

Finally, in exhaustion all adaptive mechanisms begin to collapse and the body's functions start to slow down. 

Individuals can't maintain a high level of resistance. Eventually they will reach the exhaustion stage. The length of time it takes them to reach this stage, however, can vary because of particular differences, as with the use of drugs or alcohol.

In a hostage situation, however, or in any situation that is not resolved immediately, people go through a series of shocks that create a wave-like pattern. It's up to the negotiator to manipulate the level of stress of the hostage-taker and to recognize at what point the hostage-taker is on the curve. 

Unfortunately, the negotiator is going through a similar curve. Learn to recognize when you have reached exhaustion and need a replacement. Beyond that point you simply won't be effective.

In the United States, 90 percent of the hostage-taking incidents were negotiated in less than 10 hours with the majority lasting about 8 or 9 hours. Terrorist situations are often lengthy for the following reasons: 

They use drugs to maintain their alertness over longer periods of time 

They relieve each other when they become tired 

They can bolster each other's confidence 

They are more dedicated than the average criminal 

They have prepared for this event and are anticipating difficulties 

They have an organization that is expecting them to perform in a certain way. 

So, in negotiating with professional terrorists, make sure you have made arrangements for relief.

In summation, the passage of time can have the following effects:

Increasing basic human needs 

Reducing anxiety, stress, or emotion 

Increasing rationality 

Allowing time for intelligence gathering 

Permitting the development of rapport and trust 

Reducing expectations 

Time is on your side, so don't rush into the negotiations unprepared. When you do contact the hostage-takers,

Establish a problem-solving climate by showing a desire to understand and a willingness to help, and 

Establish a climate of compromise by adopting a give-and-take attitude and by showing willingness to bargain and yield when necessary. 

Obtaining Information

The techniques used for gathering information are the same as those used in conducting an interview, only you use them a bit more subtly.

First, you have to know the difference between open-ended and closed- ended questions. 

Open-ended questions provide a person with a chance to give a long answer. 

Closed-ended questions call for a "yes" or "no" or a brief response. 

Generally open-ended questions are better unless you aren't getting the types of responses you want. With someone who is reticent you might want to start with closed-ended questions until you have established rapport and the person feels like talking more spontaneously.

One technique that psychologists use to gather information is called active listening. John Burton, in a book titled Conflict and Communication, states that the resolution of conflict is a process of testing whether information is received as transmitted and whether what is transmitted has been sent deliberately and contains accurate information. In active listening you use two techniques to confirm the accuracy of information received. These techniques are called restatement of content and reflection of feeling.

In restatement of content you repeat back in your own words what you think you have heard. Doing this shows an interest on your part in effective communication. It shows that you paid attention and it shows that you understand what has been said. It also gives a person an opportunity to correct any errors that you may have made.

In reflection of feeling you pay attention to what is said and how it is said. You listen specifically for the strength, tone, and pace of the voice to look for hidden messages. In this case you refer to feelings you think the other person is experiencing. Once again, it shows interest and understanding, and it encourages people to talk.

Obtain as much information as you can and insure that it is recorded and passed on to those who might need it. This information will assist you in developing a bargaining position and in responding to the position of the hostage-takers. Your information will also be useful and may, in fact, save lives if it becomes necessary to make an assault.

Calming a Hostage-Taker

To calm a hostage-taker you can use modeling, ventilation, and distraction.

Modeling - respond in a calm and controlled way, using a very conversational tone. If you speak slowly and deliberately, after a while the hostage-taker begins to speak more slowly and to feel calmer. 

Ventilation - give the hostage-taker time to talk without interrupting him or her when talking. 

Distraction - use distraction to draw the attention of the hostage-taker away from whatever is bothering him or her. You can distract in a variety of ways such as keeping the hostage-taker constantly making decisions or by making noise. 

During the Prince's Gate incident in London, for example, during which Arabs from the Khuzestan province in Iran assaulted and held hostages in the Iranian Embassy, the police made road construction noises in the street outside the Embassy, and they kept the negotiator for the terrorists busy making decisions as to where to put the escape vehicle so that he wouldn't notice that an assault had begun.

Establishing Rapport

You can gain rapport by considering the issues seriously, using self-disclosure expressing empathy helping the hostage-takers to save face avoiding criticism, threats, and impatience and being consistent .

Show that you take the hostage-takers seriously and are genuinely willing to work toward a satisfactory agreement.

Self-disclosure helps the hostage-takers to relate more quickly to the negotiator. It is important that they see you as an individual who has problems just as they do.

You express empathy by showing that you understand their feelings and their point of view. To do this you have to concentrate on what they say and what they do so that you can find out what their true motivation is, that is, what their underlying assumptions are. Don't try to empathize unless you are sure you can do it convincingly.

The best negotiators recognize the importance of helping the hostage- takers to save face. Sometimes the only thing keeping the hostage-takers from making concessions is the fear of losing face in front of the people who are important to them. 

Allow them to retreat gracefully, control the pace of concession-giving, and provide the hostage-takers with relevant, face-saving rationalizations to show why they should concede in a certain area. Do not underestimate the importance of face-saving. When bargainers are made to look weak and foolish before a significant audience, they are more likely to retaliate in some way than if their failure has not led to the public loss of face.

Do not express criticism, threats, or impatience, because time is on your side, and a problem-solving climate works in your favor. Studies have consistently shown that threats reduce the levels of cooperation in dyadic interaction.

Be consistent and responsive in your behavior. Any hint of randomness, inconsistency, or unpredictability on your part will reduce cooperation.

Whenever possible emphasize your similarity with the hostage-takers. We are more inclined to cooperate with those whom we perceive to be similar to us than with those who are different in some way. Also, try to break down any in-group/out-group distinctions Studies have shown that cooperation is at least twice as high with an in-group as it is with an out-group, even if the relationships in the in-group are tenuous and newly formed. It might be effective, for example, to show that you have had similar experiences in life and that you perhaps come from a similar social background.

Persuasion
The last major negotiation technique is persuading the hostage-takers, which consists of the following techniques:

Agree in part with their views. This decreases their resistance to later arguments. 

Then deal with the small issues first, creating a climate of success and putting off the major problems until later when the subject has invested more time and has a greater interest in reaching an agreement. 

Fractionate the big problems by breaking them down into a number of smaller problems that are each easier to handle. 

If you aren't making any progress, initiate issues to be negotiated and then give in on these in exchange for some concessions. 

Studies have shown that when trying to convince a person of a particular point, it is much more effective to use episodic information such as specific examples or case histories rather than statistical information, because episodic information remains more vivid in the mind and has a greater influence on behavior than isolated "facts." 

Above all, make sure you constantly suggest surrender. It just may be that the hostage-takers simply haven't considered this as an option, and as things become more complex, they may see it as a more attractive alternative. 

Maintain non-threatening communications. Studies indicate that communications both verbal and nonverbal) can improve cooperation and that threatening communications usually reduce cooperation. 

Agree with obvious reluctance to any demands that might be to your tactical advantage, perhaps in exchange for immediate or future concessions on the part of the hostage-takers. If the demands are to the advantage of the hostage-takers or fall in the area of nonnegotiable items, stall for time and express a willingness to seek alternative solutions that may be acceptable to and meet the interests of both sides. 

Choice of Negotiator

While you may have had extensive experience in negotiations of various sorts, that does not necessarily make you the best choice as a hostage negotiator.

First of all, assess the possibility of your being considered as an advocate for one party and the effect of that upon the negotiation process. You will not be considered as neutral unless you have low or no power over the parties, enjoy high credibility with both parties, focus on process rather than outcome, and recognize the importance of rationality and good information in achieving a settlement. In some situations it may be useful or necessary to find someone who can intervene as a mediator to facilitate the negotiation process if the hostage-takers refuse to deal with you.

Secondly, decision-makers should not be negotiators for a variety of reasons, the most important of which are:

Using the decision-maker as the negotiator weakens the tactic of stalling for time. Your claim that you must get approval for each minor step is less plausible. 

As the negotiator you tend to lose objectivity. 

You are incapable of maintaining control over the entire situation. 

Stockholm Syndrome
Anyone who is going to become a negotiator or teach people to survive hostage situations has to have a good understanding of the Stockholm Syndrome . This syndrome was discovered as a result of a bank robbery that took place in Stockholm, Sweden on August 23, 1983, during which four hostages were held in a bank vault for 131 hours. After their release, the hostages were confused as to what their feelings were while being held hostage and what their feelings were after the crisis was resolved. There are three aspects of the Stockholm Syndrome:

Positive feelings of the victim toward the hostage-taker 

Negative feelings of the victim toward the authorities 

Positive feelings of the hostage-taker toward the victim. 

While the negotiator must live with the first two aspects, he or she has to work toward encouraging the last aspect. You foster these positive feelings toward the victim by:

Emphasizing the hostages' human qualities 

Asking the hostage-taker to check on the health of the hostages 

Giving the hostage-takers and hostages things to be done as a group. For example, if they demand food, send in bulk items such as unsliced meat, unsliced bread, and unsliced cheese or other things that require cooperation and group activities. 

In the past, it was thought that time was the only important factor in developing the Stockholm Syndrome, but it is now known that it is only one factor and probably not the most important.

The development of these positive feelings depends upon the nature of the contacts between the hostage-takers and the hostages. If there are positive contacts, then the bond is more likely to form. If the contacts are negative or there are no contacts, then the syndrome may not develop.

The Stockholm Syndrome has other important impacts on the negotiation process. On occasion, such as at Prince's Gate, the hostages helped or at least did nothing to prevent the possible escape of one of the hostage-takers. On some occasions, during an assault the hostages followed the instructions of the hostage-takers rather than the police who were trying to rescue them. Hostages who have been released early have provided false or inaccurate information concerning the situation when questioned by the police in an apparent effort to protect the hostage-takers. The only way you can protect yourself from these effects is to be prepared for them and even to expect them.

We don't want to overplay the Stockholm Syndrome because it is a phenomenon that still is inadequately understood and not consistently evident in hostage-taking incidents. We know very little about what exact processes lead to its development, and we know little about what types of people might be more susceptible to its effects. The syndrome is, nevertheless, an important phenomenon that must always be considered in hostage-taking situations, because to ignore it could bring disastrous results.

Personality Profiles of U.S. Hostage-Takers 

According to statistics available from the FBI, in the average population 70 percent of the people are normal, 10 percent are neurotic, 2 percent are psychotic, and 18 percent have some sort of personality disorder. Of the 10 classifiable personality disorders, 2 are most commonly involved in hostage-taking incidents in the United States: psychotics and personality disorders. 

It must be reemphasized that U.S. statistics are based primarily on criminal incidents and not on incidents of terrorism. Political terrorists are the most difficult group to deal with because they are generally rational, have a sense of right and wrong, and form strong loyalties. 

The personality types referred to below, while perhaps more common in hostage-taking incidents that are not political in motivation, have still been found on many occasions to be involved in terrorist groups, particularly the antisocial personality whose criminal background and experience would prove useful for a terrorist organization.

The two types of psychotics seen in 50 percent of the hostage-taking incidents in the United States are the paranoid schizophrenic and the psychotic depressive. 

Paranoid schizophrenics are characterized by persistent false mental perceptions or beliefs such as delusions of persecution. Thinking often is loose and makes no sense. Schizophrenics can appear normal at some moments and psychotic at others. 

Psychotic depressives experience extreme sadness, hopelessness, feelings of inadequacy and worthlessness, slow thinking and speech, and indecisiveness. They have a decreased concentration and are prone to suicide. 

The two personality disorders most commonly encountered are the antisocial personality and the inadequate personality.

Antisocial personalities are repeatedly in conflict with society. They are incapable of loyalty and are grossly selfish, callous, and irresponsible. They feel no guilt and have a low frustration tolerance. They tend to blame others no matter what the circumstances. In general, they are probably the most difficult personality type to deal with. 

Inadequate personalities are unable to respond effectively to emotional, social, intellectual, and physical demands. They are inept, show poor judgment and social instability, and they lack physical and emotional stamina. 

Quick Recognition Points

If a person's behavior strikes one as "weird" given the circumstances, he or she is probably a paranoid schizophrenic 

If the response is something similar to "Go away and leave me alone," he or she is probably a psychotic depressive 

If the demands of a hostage-taker are fairly realistic, he or she may be an antisocial personality and 

If he or she is totally unrealistic, then that person is most likely an inadequate personality. 

Negotiating Tactics for different personality types

The tactics that you use in negotiating with these personality types are different.

Paranoid Schizophrenic

Find out if they have been on medication and, if so, if they have their medication with them. If you can get them to take their medication you may see an improvement in their behavior over a period of time. 

Do not try to get too close to them physically because of their need for extended protective body space. 

Keep your hands where they can see them. If you have your hands in your pockets or behind your back, they will wonder what you are hiding there. 

Do not agree, but do not try to argue, with them about their delusions because these delusions seem to have a protective function for them. You might simply tell them that you understand that they are seeing things but that you don't see them. 

Consider the use and exploitation of the media publicity because it may satisfy their real needs. 

Psychotic Depressive

Expect slow responses and provide them with the time they need to answer your questions. 

Don't try to rush them. 

Don't bring any friends or relatives to the scene. 

If you want them to do something, be very explicit and directive. 

Be alert to any sudden change in mood. A sudden improvement in mood may indicate that the person has decided that suicide is his/her only solution and feels better only because he/she has arrived at that solution. 

Repeat assurance constantly. Be confident and positive that his or her problems can be solved. 

Sociopathic Personality

You shouldn't bring any family members to the scene. A high correlation seems to exist between child abuse and antisocial behavior. In most cases the relationship between antisocial and family members is not good. 

Sociopaths require a great deal of stimulation. If they aren't getting enough from their environment, they will create some, probably in the form of violent behavior. If you think they aren't being adequately stimulated, provide stimulation in the form of distractions. 

Don't challenge or threaten their ego. 

Don't appear indecisive or ambivalent. 

Don't show force. 

Don't talk of punishment. 

Above all do not engage in face-to-face negotiations with these persons. The only way you can convince these persons to take a certain action is to convince them that it is to their advantage to do it. They won't do it otherwise.

Inadequate Personality

For the inadequate personality, most of the usual negotiation tactics are effective. You must, however, be alert to the possibility of suicide and go heavy on the ego support and face-saving techniques. 

Make them think they have no choice but to surrender and that they are giving up in the face of overwhelming odds, that anyone would do the same thing in their position. 

Managing Response to Terrorist Demands

Be aware of the characteristics of initial demands.

This is a very stressful time, and people are often shocked by how much the other side is asking. 

You immediately think that you're fighting a losing battle. 

Professional negotiators realize that to a large extent the negotiation outcome depends on the initial position that they establish. 

The hostage-takers' initial position is based not only on the strength or weakness of their position or on their interests, but also on strategic considerations. Hostage-takers will try to find a position that maximizes their own advantage and that is barely acceptable to the other side. They will try to support their position by a process of education that might include the facts as they perceive them, statistics, a showing of emotion, and reason and logic.

The negotiator's job is to respond to their initial position with skepticism and critical objections.

Both sides will then try to pierce through the exaggerations and deceptions to establish what is, in fact, a realistic initial position.

Only after this process takes place can you start effective bargaining. In hostage negotiations the demands are almost always presented as follows:

They are not open to negotiation. 

All demands must be met. 

A specific time limit by which the demands must be met is set. 

Specific consequences for failure to meet those demands are enumerated. 

Generally this initial process leads to what is called a functional impasse at which point both sides may want to break off communications temporarily to consider each other's position in more detail.

What Is Negotiable

In a negotiation, in addition to those items referred to in the U.S. Government policy, some things are considered non-negotiable. Among these things are weapons, alcohol, narcotics, and the exchanging of hostages.

Some negotiators make an exception of alcohol under very rare circumstances when the hostage-taker has consulted a psychiatrist or psychologist and the negotiator has the opportunity to consult him or her about how the individual would be likely to react to alcohol. While some people become passive, others become violent. Unless you can be very certain about the response, do not provide alcohol.

Some negotiators have tried drugging hostage-takers by putting something in food or beverages. Once again the effects may be unpredictable, and it is possible that the food will be tested on the hostages before being consumed.

Exchanging hostages is dangerous because it raises the emotional involvement of the negotiator and other authorities. You may also be improving the bargaining position of the hostage-takers.

Those items that may be considered as negotiable are:

Food 

Nonalcoholic beverages 

Transportation - but do not let the hostage-takers move unless it is to your tactical advantage. Many problems are associated with mobile situations such as command and jurisdictional difficulties, communications difficulties, and loss of control.
Media coverage 

Other basic human needs such as toilet facilities, climate needs: heating and air-conditioning and medication 

The Bargaining Process 

Even experienced negotiators find that it is useful to periodically review the principles that apply and to reflect on the fact that hostage negotiation is usually done under the pressure of high stress and requires time-compressed decisions with an immediate effect on life and property. 

Hostage negotiations are also much more complex because of the constraints placed upon you by U.S. Government policy. A 1986 study indicates the effect of the strong expectation of matched concessions. In negotiations where the negotiator matched the concessions of the opponent, an agreement was reached in 90 percent of the cases. Where the negotiator took a hard bargaining position, agreement was reached in only 20 percent of the cases. Although the hard bargaining strategy results in a higher payoff if agreement is reached, the chances of an agreement are drastically reduced.

Quoted in U.S. Dept. of State training documents, Tom Colosi of the American Arbitration Association says that the essence of negotiations is an exchange of promises. In most cases, at the end of a negotiation what you have is an agreement on a set of promises as to what both of you are going to do. You cannot make an exchange of promises, however, unless there is a certain level of trust established between the two parties.

Without trust you won't have any effective communications taking place and you won't have the opportunity to educate the other side as to the logic of your position or the weaknesses of theirs.

A negotiator’s main job is to create doubts in the minds of the other side as to the viability of its position. You have to take every opportunity to plant doubts and constantly ask yourself what else you might say or do that would cause the other side to doubt its position even more. Creating these doubts depends once again on establishing trust between the two parties. Expectations are also important. If your expectations are high, then you are less likely to be satisfied with an agreement. 

If you reduce the expectations of the other side, you increase the chances that they will be satisfied with what they get. This can be a difficult process because bargainers who possess a threat capability, as do hostage-takers, have higher aspiration levels than bargainers who do not have threats. Creating doubts is one effective way of reducing expectations.

Negotiation is an educational process coupled with the use of various forms of power in hostage negotiation coercive power is most commonly used in an effort to satisfy the essential self-interests of the disputants through an exchange of promises.

Most negotiations have three stages, and they always occur in the same order. They are:

1. Establishing positions

The first stage is one of long speech making as both sides lay out the details of their positions. Each position is stated with conviction and the contrasting arguments are treated as not being worth consideration. There is an apparent unwillingness to retreat and apparent irreconcilable differences that will never be resolved. Quite often antagonisms begin to emerge at this stage, but it serves a very essential function in that it sets the negotiating range—we now know that the final settlement will have to fall somewhere in between these two initially established positions.

2. Exploring strengths and weaknesses of positions

In the second stage we begin to probe for weakness in the other side's position. We engage in critical questioning in order to sense which elements in their proposal offer the greatest room for compromise. This is a time for expressing skepticism and looking for ways of creating doubts. You have to listen carefully for any indirect communications such as tone and phrasing that might indicate an opening. Eventually one side will show a willingness to discuss certain points in their proposal, and that is when you move into the third stage. The greatest virtue in this second stage is patience. This process is going to take time.

3. Reaching a conclusion

In the third stage new compromise proposals are presented and they are followed by counter-proposals. Tradeoffs are made on certain issues as both sides work on reducing the bargaining range. If you are working under a deadline you will notice a tremendous increase in intensity and hectic activity just before the deadline arrives. Sometimes there will be an impasse, but in general both sides gain more from a settlement than from a breakdown in negotiations. Otherwise, why would they have negotiated in the first place?

Structure of Negotiation

According to Tom Colosi, the structure of a negotiation is complex and multi-layered.

It initially consists of horizontal negotiation or the Hollywood view of negotiations. Across the table you can give speeches, you can notify the other side of your decisions, you can show emotion and the intensity of your feelings, you can signal intentions, and you can educate and be educated. All of these functions are essential to the process of negotiation, but this isn't where the majority of the negotiation actually goes on.

The intra-team dynamics can be more important. Every negotiating team has a certain kind of makeup. There are stabilizers who understand that the negotiation process is a stabilization process and see it as a good alternative to less satisfactory forms of conflict resolution. Some of them will settle at any price while others need to be convinced a little more. Then there are the non-stabilizers who don't like the negotiation process and don't want to settle at any price. And in the middle you find the quasi-mediators whose job it is to harmonize the differences between the stabilizers and the non-stabilizers. Most of the negotiation goes on within the team, and these negotiations are referred to as internal negotiations. It is here that the team attempts to make the decisions that are necessary for the negotiation process. This is happening on both sides.

Then there are negotiations with the vertical hierarchies. Both sides have constituents that they're representing. They will either have to report back regularly what is taking place in the negotiation and get approval for the next step, or they have come to the negotiation with specific instructions from their vertical hierarchies telling them what outcome will be acceptable.

So in each negotiation there are in reality five negotiations going on:

One horizontal 

Two internal 

Two vertical 

An effective negotiator will be aware of this and provide the quasi-mediators on the other side the types of information and support they need to create doubts in the minds of their non-stabilizers and to convince their vertical hierarchies that the settlement they are reaching is the best one possible under the circumstances.

Interests and Issues

Bill Lincoln, a nationally known expert who presents workshops on mediation and negotiation, makes an important distinction between interests and issues.

He describes interests as basic but intangible needs, and incapable of being measured quantitatively or qualitatively. Interests are closely related to our basics, such as those spelled out by Abraham Maslow in Motivation and Personality (1954), but, whereas the list of basic human needs is static, our interests tend to change over time as some needs are met and others remain unsatisfied. 

In some cases, people do not know what their interests are, so it is up to you to help them identify them. Issues are tangible and can be measured. If we are trying to negotiate a raise of 50 cents an hour, then that raise of a certain sum of money is an issue.

The fact that issues are measurable leads to the trap of evaluating an outcome by some arbitrary values and causes us to think in terms of winning or losing in a negotiation. In a negotiation we tend to focus on issues and ignore interests when in reality it's the interests that must be satisfied.

The effective negotiator must transfer issues into interests and seek to satisfy these interests. This gives much greater flexibility and it avoids the tendency to evaluate the outcome.

When presented with an issue, ask the person with whom you are negotiating what goal would be satisfied by winning that particular issue. Then you might explore alternative means of meeting the interest and come up with some innovative solutions that meet the needs of both sides more effectively.
FBI Hostage Negotiation Techniques

While it is tempting to seize upon a specific set of tactics and cling to them no matter what the circumstances, that is not an effective procedure for hostage negotiations, which are very context dependent. It is far more beneficial to have a variety of techniques and tactics that you can call upon to suit the situation in which you find yourself. Having said that, we realize that people want and perhaps need a set of helpful hints that will at least serve them well in the initial stages of a negotiation. The FBI has prepared such a list which we offer with the caveat that these recommendations can only be relied upon when practiced by a hostage negotiation professional but that knowledge of them might prove useful if one finds ones self in a precarious situation not necessarily involving being a hostage - like being held at knife or gunpoint in a dark alley by someone intent on doing you harm.
Use open-ended questions that require a narrative response and encourage the hostage-taker to talk. 

Adjust your style according to an assessment of the hostage-taker's mental health. 

Assess the hostage-takers' dedication to their cause. 

Make the negotiation as personal as possible, but watch out for cultural considerations 

Avoid flat, negative responses. Stall on these items indicating that you must consult with others. You may state that it will be a difficult issue to resolve, thus reducing expectations. 

Selectively stress the hostage-taker by putting them in a position in which he/she must constantly make decisions. 

Always bargain. Try to get something for any concessions made. 

Down-play the seriousness of past events so that the hostage-takers never feel that they have committed themselves irrevocably. 

Always hold out hope for a successful conclusion. Avoid provoking feelings of despair. 

When appropriate, give the impression that progress is being made. 

Avoid tricks that will probably fail and dash hopes of successful negotiation. 

Avoid deadlines. Use distraction or make minor concessions to pass deadlines. 

Be honest but be smart about it. 

While you are of course interested in them, do not dwell upon the hostages during negotiations because this could emphasize the importance of the hostages for the hostage-takers. 

Work toward early release of sick or injured hostages. 

Never negotiate alone. 

Keep a log of all incidents, threats, demands, and agreements made. 

Your selection of tactics should be determined by the needs of the situation. If what you are trying is not working, try something new, something that will either alter the situation or your approach to it. It might even be necessary to find another negotiator, one who has a personality that seems to suit the needs of the situation. Above all, be flexible.

Summary of Techniques

Stall for time by explaining that you do not have the authority to make decisions on these important matters and, therefore, must obtain approval from higher authorities. 

Concentrate on the signs of stress and work toward reducing its effects. 

Stay aware of the three main aspects of the Stockholm Syndrome. 

Look for the personality types and vary negotiation strategy by personality type as necessary. 

The essence of negotiation is an exchange of promises, and therefore trust is essential to this process. 

Take the opportunity to educate the other side and to create doubts as to the viability of its position. 

Convert issues into interests and look for innovative solutions to the problem. 
And Finally ...

I began by saying that I am not a security expert, just a writer who because of where I've had to travel and some of the people I've had to deal with over many years I've been interested in security issues and have collected advice from as many credible sources as possible. ( If you're interested in the topics I have written on that make such attention to security essential please check my website www.cultivatorshandbook.com ) I'm aware that I haven't covered all the possible security issues that need to be covered in order for a person to be fully prepared for social breakdown and the ensuing chaos in this country, or the kinds of threats that one might encounter while traveling, doing business, or living outside of one's home society. For one thing, that would make an already pretty hefty book (if you can call an eBook 'hefty') even more unwieldy, and would also require me to discuss information better presented by experts in various fields. For example, I have stayed pretty much away from the kinds of electronic security measures that a fully prepared person would want to have installed in their home, office, and vehicle, and to carry with them as the situation demands. I chose not to include this information because I didn't think my comments would be helpful considering that there are so many highly competent security equipment manufacturers on the Web where you can easily access and evaluate their relevance to your needs. There are other areas I have either barely touched on, or left out. I hope that these choices don't diminish the value of this book for you, but if that's your feeling please accept my apologies, and please let me know what you think I could do to make this a better, more relevant book to future readers. One of the things I love about writing eBooks is that I can change them based on feedback from my readers and so, over time, I can make my books a better value. My email address is billdrake@hctc.net and I would love to hear from you on any topic you like. Thank you for reading this book - I hope that it has been a worthwhile expenditure of your time. 
